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Preface

Foreword from the Program Chairs

These proceedings contain the papers selected for presentation at the 10th Eu-
ropean Symposium on Research in Computer Security (ESORICS), held Sep-
tember 12-14, 2005 in Milan, Italy.

In response to the call for papers 159 papers were submitted to the confer-
ence. These papers were evaluated on the basis of their significance, novelty, and
technical quality. Each paper was reviewed by at least three members of the
program committee. The program committee meeting was held electronically,
holding intensive discussion over a period of two weeks. Of the papers submit-
ted, 27 were selected for presentation at the conference, giving an acceptance
rate of about 16%. The conference program also includes an invited talk by
Barbara Simons.

There is a long list of people who volunteered their time and energy to put
together the symposiom and who deserve acknowledgment. Thanks to all the
members of the program committee, and the external reviewers, for all their
hard work in evaluating and discussing papers. We are also very grateful to all
those people whose work ensured a smooth organizational process: Pierangela
Samarati, who served as General Chair, Claudio Ardagna, who served as Pub-
licity Chair, Dieter Gollmann who served as Publication Chair and collated this
volume, and Emilia Rosti and Olga Scotti for helping with local arrangements.

Last, but certainly not least, our thanks go to all the authors who submitted
papers and all the attendees. We hope you find the program stimulating.

July 2005 Sabrina De Capitani di Vimercati and Paul Syverson



VI Preface

Foreword from the General Chair

It is my pleasure to welcome you to the 10th European Symposium On Research
In Computer Security in Milan. Initially established as the European conference
in research on computer security, ESORICS has reached the status of a main
international event gathering researchers from all over the world. The confer-
ence, hosted for the first time in Milan, offers an outstanding technical program,
including one invited talk and 27 selected papers.

An event like this does not just happen; it depends on the volunteer efforts
of a host of individuals. I wish to express my sincere appreciation to all the
people who volunteered their time and energy to put together the conference
and make it possible. First and foremost, thanks are due to Sabrina De Capitani
di Vimercati and Paul Syverson and the members of the program committee
for selecting the technical papers for presentation and to Barbara Simons for
agreeing to deliver the keynote speech. I am also grateful to all those people
who ensured a smooth organization process: Dieter Gollmann, for collating the
proceedings volume and ensuring that these proceedings be ready for distribution
at the conference; Claudio Ardagna for serving as Publicity Chair; Emilia Rosti
for helping with the organization and taking care of local arrangements; and
Olga Scotti for her help with local arrangements.

Special thanks are due to: the University of Milan, for granting us the con-
ference location and service; the Department of Information Technologies of the
University for its support; the Italian Association for Information Processing
(AICA) for its financial support and for providing help in the secretarial and
registration process; and the sponsors for their support.

Last, but certainly not least, thanks to all of you for attending the conference.
I hope you find the program stimulating and enjoy your time in Milan!

Pierangela Samarati
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Computerized Voting Machines: A View from
the Trenches

Barbara Simons

simons@acm.org

As a result of Florida 2000, some Americans concluded that paper ballots simply
couldn’t be counted, even though businesses, banks, racetracks, lottery systems,
and others count and deal with paper all the time. Instead, paperless computer-
ized voting systems (Direct Recording Electronic or DREs) were touted as the
solution to “the Florida problem”.

Election officials in the U.S. were told that DREs in the long run would be
cheaper than alternative voting systems. They also were told that DREs had
been extensively tested and that the certification process guaranteed that the
machines were reliable and secure. No mention was made of the costs ballot
design, of pre-election testing, and of secure storage of DREs; nothing was said
about the threat of hidden malicious code; no mention was made of the inade-
quacy of the testing and certification processes, to say nothing of the difficulty
of creating bug-free software.

Why were independent computer security experts not consulted about such
a major and fundamental change in how elections are held? Why were some elec-
tion officials and policy makers hostile when computer security experts warned
of the risks of computerized voting to the point of accusing computer scientists
of being “fear mongers” and Luddites? How could Harris Miller, the President
of the Information Technology Association of America, a lobbying organization
that has received compensation from voting machine vendors, claim on Election
Day 2004 that, “Electronic voting machine issues that have been cited are re-
lated to human error, process missteps or unsubstantiated reports”? How would
he know? Why would anyone listen to him?

Why do many election officials and politicians believe that internet voting
would increase voter turnout in the U.S., even though no rigorous testing has oc-
curred? And, even if internet voting would increase turnout, how can these same
people who have been reading about internet viruses for years not understand
that internet voting is a very very risky proposition?

In short, why have DRE vendors and many election officials succeeded at
challenging the expertise of computer scientists and computer security experts?

The refusal of policy makers to listen to the computing community hardly
began with the introduction of poorly engineered and insecure voting machines.
Many computer scientists and computer security experts became involved with
policy debates over crypto policy, copyright, patents, and computerized surveil-
lance — to name some of the major issues.

The disconnect between the computing community and policy makers is
perhaps best illustrated by the Digital Millennium Copyright Act (DMCA),

S. De Capitani di Vimercati et al. (Eds.): ESORICS 2005, LNCS 3679, pp. 1-2] 2005.
© Springer-Verlag Berlin Heidelberg 2005



2 B. Simons

which became part of US law in 1998. It was only by chance that I learned
why implementation of the most controversial aspects of the DMCA, the anti-
circumvention and anti-dissemination provisions, was postponed until 2000. The
delay was written into the DMCA because lawmakers knew, or someone they
trusted told them, that aspects of the DMCA might criminalize work on secur-
ing software against Y2K problems. Yet, the fact that Y2K was hardly the only
software security issue that would require the kinds of reverse engineering that
was done to fix Y2K bugs was either unknown to the lawmakers or a matter of
indifference to them.

A discussion of the DMCA brings us full circle back to the issue of comput-
erized voting systems. In the U.S. the software that is deployed in these systems
is secret, as is the testing — paid for by the software vendors — and the test
results. Because of the anti-circumvention provisions of the DMCA, computer
security experts risk violating U.S. Federal law if they wish to reverse engineer
voting machine software to search for bugs or malicious code. Consequently, a
law that was crafted by the movie and record industries to prevent unauthorized
copying is assisting voting machine vendors with concealing their software from
meaningful independent review.

Clearly, we computing professionals have been failing at explaining the risks
of inappropriate, careless, or poorly designed software to the general public and
especially to policy makers, at least in the U.S. (At this conference I hope to
learn more about what is happening in Europe). While perhaps not enough of
us have become involved with efforts to educate policy makers, there are some
fundamental reasons why our expertise is frequently ignored:

1. People who have never done much programming do not understand how
difficult it is to find bugs in software.

2. Because people don’t understand point 1, they certainly don’t understand
that last minute software patches are very dangerous.

3. Consequently, most people have a hard time believing computer security
experts when they say that it’s possible to write malicious code and conceal
it in a large program. They just don’t understand why it can be very difficult
to determine that malware is present, let alone locate it in a large body of
code.

In addition, we are a relatively young profession, and many of us have an
independent streak and a casual mode of dress that, taken together, make some
politicians view us as potential trouble makers, rather than as people whose
views the politicians should take seriously.

Yet, we must make our voices heard. The issues are too critical to allow us
to be shut out of the debate.

T’ll give an overview of some of the technological and policy issues relating
to computerized voting machines, and perhaps touch on how we might do a
better job of getting our message across. I also look forward to hearing ideas
that others might have of how we might better explain software-related risks to
non-technical decision makers.



XML Access Control with Policy Matching Tree

Naizhen Qi (Naishin Seki) and Michiharu Kudo

IBM Research, Tokyo Research Laboratory,
1623-14, Shimo-tsuruma, Yamato-shi,
Kanagawa 242-8502, Japan
{naishin, kudo}@jp.ibm.com

Abstract. XML documents are frequently used in applications such as
business transactions and medical records involving sensitive informa-
tion. Access control on the basis of data location or value in an XML
document is therefore essential. However, current approaches to efficient
access control over XML documents have suffered from scalability prob-
lems because they tend to work on individual documents. To resolve this
problem, we proposed a table-based approach in [28]. However, [28] also
imposed limitations on the expressiveness, and real-time access control
updates were not supported. In this paper, we propose a novel approach
to XML access control through a policy matching tree (PMT) which
performs accessibility checks with an efficient matching algorithm, and
is shared by all documents of the same document type. The expressive-
ness can be expanded and real-time updates are supported because of
the PTM’s flexible structure. Using synthetic and real data, we evalu-
ate the performance and scalability to show it is efficient for checking
accessibility for XML databases.

1 Introduction

XML [7] data is becoming more prevalent as more businesses and systems be-
come integrated over the Web. In applications such as business transactions and
medical records, sensitive data may be scattered throughout an XML document
and access control at the node level (element or attribute) is required to ensure
that sensitive data can only be accessed by authorized users. Access control must
be expressive and be able to support rules that select data based on the location
and value(s) of the data. In practice, the number of access control rules can be
on the order of millions, which is a product of the number of document types
(in 1,000’s) and the number of user roles (in 100’s). Therefore, the solution also
requires high scalability and performance.

Several XML access control models [ATTIT723] provide expressive access con-
trol over XML documents. These approaches usually support grant or denial
access control specifications, a propagation mechanism whereby descendant ele-
ments inherit rules from their parents, and conflict resolution in case the data is
covered by multiple access control rules. Since these models perform access con-
trol by traversing XML documents at runtime, the enforcement imposes heavy

S. De Capitani di Vimercati et al. (Eds.): ESORICS 2005, LNCS 3679, pp. 3-23] 2005.
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4 N. Qi and M. Kudo

computational costs especially for deeply layered XML documents with large
and expressive access control rules.

Ideas to efficiently provide expressive access control have been proposed in
[BI912/28/30]. These approaches are effective in efficiently searching for access
controlled nodes [312l30], or in eliminating unnecessary accessibility checks at
runtime [9]. These research efforts have managed to improve the efficiency of
expressive access control. However, since they generally focus on document-based
optimizations, XML databases with frequent updates of either the documents or
access control rules may incur unacceptable costs. In our previous research [2§],
we proposed an efficient table-driven access control model that takes into account
XML document updates. It provides runtime efficiency but has limitations on
access control expressiveness and the real-time update of access control rules was
not supported.

In this paper, we develop an effifffcient and expressive access control model
applicable to existing access control models [4JT123] for XML documents. The
novelties of this access control model are a data-independent optimization so
that XML data updates will not trigger any recomputations, and that real-
time policy update is supported. The key idea is to build a policy matching
tree, a PMT, on the basis of the access control rules. The accessibility check
is performed by matching the access request against the PMT and deciding
on the basis of the matching results. Since all of the rules in the PMT are
isolated from each other, the PMT is capable of handling real-time PMT updates.
An accessibility cache improves runtime performance by skipping duplicated
accessibility evaluations on the same paths. Through experiments, we show the
PMT is capable of supporting millions of access control rules efficiently.

The rest of this paper is organized as follows. After reviewing the concerned
access control model in Section 2, we present our solution, the PMT model in
Section 3. In Section 4 we describe how to match an access request against the
PMT for an accessibility decision. Section 5 describes the access control system
on the basis of the PMT. Experimental results are reported in Section 6 and in
Section 7 we summarize our conclusions and consider future work.

1.1 Related Work

Many approaches for enforcing XML access control have been proposed. Some of
them [I7123] support full [10] expressions to provide expressiveness with straight-
forward implementations by creating the projection of the access control policy
on a DOM [19] tree. However, these approaches incur massive runtime costs when
handling a large access control policy or a deeply layered XML document. The
mechanisms proposed in [2J4[TTIT2] perform more efficiently but also encounter
the same problem at runtime since node-level access control on a DOM-based
view can be expensive when processing large numbers of XML documents.

To overcome this problem, several efficient access control models have been
proposed [2528]. Qi et al. 28], our previous research, presents a method that per-
forms in near-constant time regardless of the number of access control rules. This
is achieved by using an access condition table generated from the access control
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rules independently of the XML data. However, this approach places limitations
on the XPath expressions, and does not provide an efficient runtime evaluation
mechanism for value-based conditions. Murata et al. [25] optimized the pre-
processing steps by minimizing the number of runtime checks for determining
the accessibility of nodes in a query with automata. However, the mechanism
was limited to XPath-based languages such as XQuery [6], and cannot handle
other query languages or primitive APIs such as DOM. XPath-based document
filtering systems [II814] also provide value-based access control enforcement and
independence of the XML data through a precomputed data structure. However,
these filtering systems focus more on data filtering rather than data selection.
For example, they cannot specify denial access on document fragments in a grant
subtree. Therefore, they are unable to completely satisfy the needs of real XML
database access control applications.

A different approach with document-level optimizations was proposed by Yu
et al. [30]. Their scheme enforces efficient access control with an accessibility map
that is generated by compressing neighboring accessibility rules to improve the
efficiency. However, since the maps are generated on the basis of the documents,
document updates or policy updates may trigger expensive computations espe-
cially for a large XML ndatabase. In addition, the above efficient enforcement
algorithms cannot support real-time updates on the access control rules.

Optimizations were also the focuse in a number of research efforts on XML
query languages (e.g., XPath and XQuery). The methods include query optimiza-
tion based on (i) the tree pattern of queries [OI3I27] (ii) XML data and XML
schema [T612T122I24]; and (iii) the consistency between integrity constraints and
schemas [I5]. However, these approaches usually perform efficient data selec-
tion at the level of documents and require indices. Therefore, in a large XML
database, such as a database with 10,000 document collections and 10,000 doc-
uments for each document collection, such optimization mechanisms may con-
sume a prohibitive amount of space. Moreover, these technologies are designed
for XPath-based languages and they cannot handle other query languages and
primitive APIs such as DOM.

2 Abstract of Access Control Policy

Various access control policy models have been proposed. We used the one pro-
posed by Murata et al. [25] in which an access control policy contains a set of
3-tuple rules with the syntax@ (Subject, +/ — Action, Object). The subject has a
prefix indicating the type such as userID, role, or group. A user with a unique
userI D may be in multiple groups, and the accessibility is decided on the basis
of the accessibility results of the rules for the userl D and each for each group. A
'+’ stands for positive authorization (granted), while a ’—’ is for negative autho-
rization (denied). Action can be read, update, create, and delete. A capitalized
rule with +Read or —Read means that propagation is permitted and that the

! The syntax of the policy can be represented in XACML [26]. We use this form for
simplicity.
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access can be propagated downward to the entire subtree, while +read has an
effect only on the selected node. As an example, (role : Doctor, +Read, /record)
specifies a doctor’s access to /record is allowed and implicitly extended to the
descendants. In addition, according to denial downward consistency as defined in
[25] the descendants of an inaccessible node are also inaccessible, since there is an
accessibility dependency between the ancestors and the descendants. Therefore,
it is obvious that —read and —Read are equivalent to each other, and therefore
we specify denial rules using only —Read in this paper. We call the action per-
mission ("4’ or ’—’) together with the propagation permission the access effect.
The object is the expression of the subset of XPath.

In addition, in order to maximize data security, we (i) resolve access con-
flicts with the denial-takes-precedence [25] rule and (ii) apply the default denial
permission on the paths if no explicit or implicit access control is specified.

3 Policy Matching Tree (PMT) Model

The PMT model provides a fast matching mechanism to resolve the access con-
trol matching problem. The PMT searches for matched rules by matching the
request against a tree that is the internal data structure of the access control
policy. The PMT outputs matched target(s) upon which the accessibility, grant
or deny, can be decided.

In this section, we first introduce the access control matching problem and
then present the PMT model to represent the access control policy. Then, we
present the matching algorithm.

3.1 The Access Control Matching Problem

A request defines the requestors’ access requests to an XML data object or an
XML instance by specifying property values. In the case of an XML instance,
each path is individually checked against the access control rules. A matching
element ele is a condition evaluation for requests. We say a request req matches a
matching element ele if and only if match(req, ele) = true. In the access control
matching problem, we are given an access request req and a finite rule set Policy
which is translated into a set of matching elements. Subsequently, the goal is to
determine all those rules in Policy that match req.

In our model, each request contains at least five properties: a userID, role,
group, action, and path. The group is a list containing all of the groups the
requester belonging to. The path is the simple path expression requested by the
user. Besides these five properties, other properties such as current time and
date may also be included. The rule set Policy is represented as an internal tree
Policy Matching Tree.

3.2 PMT Components

The PMT model consists of four components: a node, edge, match target, and
link. The node represents a property name of the access request. The edge rep-
resents a matching condition on the property name. The matching condition
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Element Symbol | Assignment Example
Node Q Property name action
Edge 5 Matching condition linking two nodes, | = ‘update’

or a node to a match target
Match target . Matching result, and additional data GRANT_ON_NODE

Link Linking a match target to a node for -
further matching

Fig.1. PMT model components

Table 1. Matching result of access effects for read action

Access effect|Matching result

+r GRANT_ON_NODE
+R GRANT_ON_SUBTREE
-R DENY

Nothing UNDECIDED

consists of an operator and the associated value. The edge ends at another node
for further refinement or at a match target which is the leaf node representing
the matching result. As occasion demands, the match target may also contain
a property list, and a link for further matching. Fig. [l depicts the PMT model
components. The matching result in a match target is prepared in accordance
with the access effect of the concerned rule. Table [l shows the access effect for
a read action with the corresponding matching results.

3.3 Property Matches of PMT

A PMT represents a set of access control rules. Each access control rule is
a conjunction of property matches, where each property match represents a
condition evaluation on the property name. Suppose an access control rule
rule : (Sub,+/ — Act,Obj), in which if value-based predicate(s) is imposed,
the predicate(s) are represented as Pred, and the object after removing Pred is
represented as Obj. To match a request req against rule, match(req, rule) can
be done as follows:

match(req, rule) := match(req, Sub) A match(req, Act) A match(req, Obj) A
match(data value, Pred)

Only when all of the property matches result in true is the rule matched and a
matching result output. Each property match is represented by nodes and edges.
The PMT is therefore constructed by adding or sharing nodes, edges, and match
targets for the property matches of each rule. As a consequence, the policy is
converted to a PMT consisting of four matching parts which match the request
against Act, Sub, Obj, and Pred, respectively, as shown in Fig. Since the
access control rules are often imposed on the same object, in order to minimize
the duplicated parts in the PMT, the Pred matching is shared. For the same
reason, the match target of the Pred matching does not hold a matching result



8 N. Qi and M. Kudo

Act Matching R
Sub Matching /j

Obj Matching I/ \I I/ \I
i

Pred Matching éé Q

Fig. 2. A Sample PMT

specified for the rules. However, the Pred matching consumes extra computation
owing to the data retrievals from the XML database. Therefore, to reduce the
extra data retrievals, the Pred matching is started only when a match target
is reached during the Obj matching no matter where the location where the
predicates are imposed.

The matching result is only held by the match target of the Obj matching. If
predicates are involved, then the match target of the Obj matching also provides
a link for the Pred matching.

3.4 PMT Construction

Each access control rule is individually converted into three property matchings,
or four in the case a predicate(s) is involved, with corresponding match targets.

Act Matching and Sub Matching Construction. Act matching and Sub
matching generation is simple in that ”Act” and ”Sub” are the nodes, and the
values of Act and Sub specified by the rule are on the edges. As an example, we
have an access control policy P1 as:

R1: (role : employee, +read, / Record)

R2: (role : employee, +Read, / Record/Item[K ey = $userI D))

R3 : (group : manager, +Read, | Record)

R4 : (group : manager, —Read, / Record//Info) In P1, $userID represents

a unique employee identifier. The corresponding Act matching and the Sub
matching of P1 are generated as in Fig. Bl In the figure, two edges are com-
ing from the action node, and the one to the role node is shared by R1 and R2.
The other edge to the group node is for R3 and R4. Note the matching conditions
on the edges from the action node are both =’ read’ in which the propagation
permission is not included. In our PMT model, the propagation permission is
carried by the Matching Result in the Obj matching.

Obj Matching Construction. Here we consider the XPath expressions as
compositions of five basic elements: /x, /*, //x, //*, and an [z operator value]
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action

Act Matching =‘read’ =‘read’

=‘employee’ =‘manager’

Sub Matching

To obj Matching

Fig. 3. Act matching and Sub matching of P1

Element /x /* Ix x oper value

Ve
pmT | I not @nvt

isNull() isNull()
not = oper

isNull() value

Fig. 4. Five basic elements to represent XPath expressions

where the last one represents a predicate and the operator can be any math-
ematical operator. Though other axes are not included as they would be in a
general access control model, these elements are sufficient to select the concerned
nodes.

The Obj matching is represented by the first four basic elements, while the
Pred matching uses the last one. Fig. [ shows how the five basic elements are
represented.

P, represents the node name of Obj at depth n. However, P, appearing
in //x and //+ automatically increases the depth counter variable for each loop.
The corresponding Obj matching for P1 is shown in Fig.

All of the match targets hold a matching result, which not only represents
the access permission, but also represents the propagation permission to the
descendants. For r, the positive authorization is not permitted to propagate
downward, so a test on whether the requested path is the descendant of the
object is performed by isNull() as R1 shows. Beyond the normal matching
result, the match target of R2 also contains a property list and a link to further
refinement on /Record/Item through a predicate.

The property list contains pairs of the property name and the data name
appearing in the predicate where the property name is used in the Pred match-
ing in place of the data name. The data name is more than a single element
node name or attribute name, since the relative path from the object to the
node being appended with the predicate is also included. For example, when it is
/Record/Item|Key = $empl D]/ Priority, the property list is pred0 ="../Key”,
since to traverse from Priority to Key, we must go up to Item first, which is
represented by ’../’. To retrieve XML data from the database for predicate eval-
uation, the data name is passed to the data retrieval processor at runtime. Since
the runtime has knowledge of the accessed node location with both the matched
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“manager” Matching

“employee” Matching

( m =‘Record’
=‘Record’ =‘Record’
. . not
Obj Matching is% ple+ | [RID [R3
. MR | GRANT _ON_SUBTREE
isNull() e ltem’ —Info’
RID | RI | RID |R4
MR | GRANT_ON_NODE MR DENY
RID R2
MR | GRANT ON _SUBTREE
AL {pred0="Key”}
link Pid=1

Pid
=1

MR: Matching Result  AL: Property List

Fig. 5. Obj matching of P1

action

="‘read\

=‘manager’|

=$userID
=S$userID
isNull()
Pred Matching
(a) (b)

Fig. 6. Pred matching and the entire PMT

node location and the relative path from the matched node, the location of the

required data can be found.

Pred Matching Construction. A predicate is a condition for comparison
to the XML data or a conjunction of such conditions. The condition is directly
converted to the Pred matching. By separating the Pred matching from the Obj
matching, the predicate evaluation is optimized in the way: 1) unless the match
on the Obj matching reaches a match target, the match for the Pred matching
is not started; 2) multiple predicates imposed on the same object are processed
in a single Pred matching operation; and 3) the Pred matching is shared by the

set of access control rules.
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The Pred matching of P1 is shown in Fig.[f(a) and Fig.[B(b) gives the entire
PMT for P1. Beyond the condition matching for [pred0 = $userID], the link
which connects the Obj matching with the Pred matching is also shown in the
figure. Owing to the link ID Pid, the Pred matching can be shared by multiple
rules, if the same predicate is involved.

However, when a predicate Pred appears after with //, since multiple re-
quested paths match the object owing to //, the property list for Pred can-
not be specified in the match target during PMT generation without knowl-
edge of the requested path. Therefore, in the current PMT model, a limitation
is placed on the expressions that predicates never come after //. As a conse-
quence, XPath expressions such as /Record//Info[@Qtype =" classified'], and
// * [Qtype =" classified'] are not supported.

3.5 Complexity Analysis

PMT Generation Time Complexity. For each access control rule that we
need to add to the PMT, we spend generation time proportional to the number
A of properties, where the properties are the action, the subject, the node tests
appearing in the object, or the nodes involved if there is a predicate(s). Therefore,
if there are N access control rules, the total time spent on PMT generation is
O(AN). If the maximum depth of the object is D, and the maximum number of
conditions in a predicate is P, A is no bigger than (3+D+P+2), where that 3
is from the Act matching, the Sub matching, and a link from the Obj matching
to the Pred matching, and the 2 is for the match targets of the Obj and Pred
matchings. Therefore, A is no larger than (5+D+P), which are integers, and
hence the PMT generation time is linear with respect to the number of access
control rules.

PMT Space Complexity. For the space complexity, note that each rule can
add at most (5+D+P) nodes to the PMT. Thus, the largest space required for
the PMT is O((5 + D + P)N), that is, linear in the number of access control
rules.

4 PMT Matching

Our approach resolves the access control matching problem by matching the
request against the PMT to determine the access effects of the rules that match
the request. In this section, we present the matching algorithm, and then analyze
the complexity.

4.1 PMT Matching Algorithm

The input of the PMT is an access request that contains at least five properties:
a userID, role, group, action, and path. However, the path cannot be input di-
rectly into the PMT, since the PMT cannot match the path against the nodes
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and edges. Therefore, preprocessing is required to convert the path into a set of
node tests. The output of the PMT is the set of matching results as shown in
Table Il By combining the matching results and resolving any access conflicts,
the accessibility decision, grant or deny, is decided. The PMT matching algo-
rithm is given in Fig. [l The idea is to walk the PMT from the root node by
performing the matching prescribed by each node and following the edge that
satisfies the condition for that node. The set of matching results are the match
targets that are visited. This algorithm is independent of the traversal ordering
on the PMT. We can traverse the tree in a depth-first order, but it is clear that
other orderings, such as breadth-first, would also work.

As an example matching M1, we demonstrate how to decide the accessibility
using the PMT in Fig.[6(b). Suppose the access request req is {userID:'T29595’,
group:'manager’, action:’read’, path:’/Record/Item/Address’}. Path is further
processed to a property list {p0:’Record’, pl:’Item’, p2:’Address’}. As a re-
sult, the pairs of name and value input into the PMT eventually becomes
{userID:"T29595°, group:’'manager’, action:’read’, p0:’Record’, pl:’Item’,
p2:’Address’}.

The input data traces two routes in the PMT. One is stopped halfway before
reaching a match target, and the other one reaches the match target of R3 as:

action(=' read’) — group(=" manager’) — p0(=" Record’) —
pl(=' Item') — p2(=' Address’) — p3

action(=' read’) — group(=" manager’) — p0(='" Record") —
R3's match target

Since the matching result of R3 is GRANT_-ON_SUBTREE, the accessibility is
therefore decided as grant, and the manager’s access to /Record/Item/Address
is permitted. Suppose one more PMT input is {userID:"T29595°, role:’employee’,
group:null, action:read’, p0:’Record’, p1:’Ttem’, p2:’Address’}. The match target
of R2 is reached by the route:

Input The pair of property name » and value v of the access request

Step 1 If v of » satisfies the condition on the edge from #, then follow the edge.
If no matched », then return UNDECIDED.

Step 2 If the node below the edge is node #, then repeat Step 1.

Step 3 If the node below the edge is a match target, then
- if it contains a link, then retrieve the value, repeat Step 1 with the data value and the access request.
- if it contains GRANT ON_NODE or GRANT ON_SUBTREE, return GRANT.
- else it is the match target of Pred matching, returns #rue to Obj matching.
If the matching result of Obj matching is GRANT ON_NODE or GRANT ON SUBTREE,
then return GRANT. Otherwise, return UNDECIDED.

Output The set of returned matching results.
- if DENY exists, the decision is DENY.
- else if all of the matching results are UNDECIDED, the decision is DENY.
- otherwise, the decision is GRANT.

Fig. 7. PMT Matching Algorithm
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action(=' read’) — role(='" employee’) — p0(=" Record') — pl(=' Item’) —
R2's match target

In this case, beyond the matching result, a property list pid0 =" Key’ and
a link Pid = 1 are also included. Therefore, the value of the required data
'Key’ is retrieved and the Pred matching is performed. The PMT input is
updated to {userID:"T29595°, role:’employee’, group:null, action:’read’, Pid:1,
pred0:'T29590’}. The Pred matching becomes:

action(# isNull()) — Pid(= 1) — pred0(# $userID)

The match target is not reachable in the Pred matching, and hence false is
returned. With the matching results in GRANT_-ON_SUBTREEFE from the Obj
matching and false from the Pred matching, the accessibility decision results in
deny, and the access to /Record/Item/Address is denied.

4.2 Matching Time Complexity

We measured the access request matching times by counting the number of PMT
nodes that are visited during the match. In any reasonable implementation of
the matching algorithm, this number is proportional to the actual time necessary
to match the access request, since the algorithm performs a simple matching for
each node, which is assumed to take constant time.

The matching time is a function of the access request being matched, since
different access requests cause different sets of nodes to be visited during match-
ing even if the set of access control rules is constant.

In the rest of this section, we compute the expected time to match an access
request, and show the expected time is sub-linear with respect to the number of
access control rules. We assume that all properties range over the same set of
values for simplicity. Henceforth, let K be the number of properties of a rule; V'
be the number of possible values for a property; P be an arbitrary set of rules;
PMT(P) be the PMT generated for P; and T(P) the expected time to match
a request.

Theorem 1. Given that all access requests are equally likely, then the expected
time T (P) to match a random access request is bounded by

T(P) <2(K + 1)|P|'=*(InV + In(K + 1)) where \ := IV’

InV+in(K+1)

For each node n in PMT(P), we define cost(n) to be the number of times that
this node is visited when we run the matching algorithm with all the possible
V K requests. The probability that a node n is visited when matching a random
request is therefore equal to V~%cost(n). Thus, the expected number T(P) of
nodes of PMT(P) visited is:

T(P) =VE ZnGnodes(PMT(P)) COSt(n) (1)

where nodes(PMT(P)) is the set of nodes of PMT(P).
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Lemma 2. For 0 < j < K, PMT(P) contains at most (K + 1)((K + 1)V)J
nodes with cost VX7,

Proof. A node n has cost VX~7 if and only if the route from the root to the

node has exactly j non-* edges. The number of edges 7 is between j and K;

the positions of the non-* edges are j distinct numbers between the root and
i K+1 . .

n, and so there are Zi:j...K <;> = ( i :—1 ) ways of choosing routes without

involving *-edges. Moreover, we can assign V distinct values for each non-* edge.

Therefore, the number of paths in PMT(P) with exactly j non-* edges is at most

Vi <K +1 ) . Moreover,

Jj+1
j(E+1 JUE+ D7 j
% <j+1>gv GrDr < U D DYy, )

Lemma 3. PMT(P) has at most (K + 1)|P| nodes.

Proof. An access control rule is associated with subject, action, and object,
leading to K edges and K + 1 nodes including the match target. Thus, if the
policy has |P| rules, it has at most (K + 1)|P| nodes.

Let f(i) be cost of the i-th node in order, by using Equation (1) and Lemma 3,

we have that T(P) = Z(KH)IPI £ )
Let g(z) = (Ax + B) where A = V-E+HD/A(YV — 1/(K + 1)),B :=
y—(K+1) /)‘ and A = — V. 1.

InV+in(K+1)
Lemma 4. f(z) < g(x).
Proof. By Equation (2) and the definition of f(z), we have that for each ¢ such
that 0 <4 < K and for each j such that 3° _, , (K + (K +1)V)P <j <
>0 (K + 1)((K +1)V)P, the following holds: f(j) < VK~

il .
Now, g (30,cq..o(K + DK + 1)V)7) = g (K USERIZ=0). By using the

definition of g(z), we conclude g (Zp o0 (K +1D)((K + 1)V)P) = VK-

Proof (Proof of Theorem 1). We have that T(P) =V X Zlelfl f(z) <

VK Zflll’l g(x) < VK OKIPI glz)de =V K (AKIPIXﬁ)i;;_BFA, By replacing

the values of A and B and simplifying, we obtain
V(K +1D)((V(K+1)|P| - |P|+ 1) —1) :
< , _
T(P) < VKT D -0 =N After using V(K +1)|P|
|P|+1 < V(K +1)|P| and (V(K +1))!=* = K + 1, and after replacing the
value of A, we obtain
V(K +1)((K + 1)|P*=* = 1)(InV + In(K + 1))
(V(K+1)=1)in(K+1) '
Since V"> 2 and K +1 > 2, we have V(K + 1)/(V(K +1) — 1) < 4/3
and 1/In(K 4+ 1) < 3/2. By introducing thees values in (3), we obtain T'(P) <
2(K + 1)|P|1=2(InV + In(K + 1)).

T(P) < 3

~~—
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Fig. 8. PMT-based Access Control System

5 PMT Access Control System

In this section, we present the construction of the access control system. Then
we show a cache optimization to improve performance by skipping the PMT
matching and accessibility evaluation. Lastly, we describe the runtime policy
update mechanism.

5.1 Access Control System

The proposed access control system is constructed through Access Control Mod-
eling and Model Deployment shown in Fig.[B In Access Control Modeling, the
access control policy is converted to an internal data structure, a PMT, so that
each rule is represented by a set of nodes and by edges with one or two match
targets. In Model Deployment, an empty cache table is prepared.

At runtime, given an access request from an application or a DBMS, the
access control system runs an evaluation for the accessibility decision. The sys-
tem may add a new entry to the cache, as long as the corresponding entry is
not found in the cache and the accessibility decision is uniquely decided owing
to independency of the data values. Otherwise, the previously cached value is
returned directly without PMT matching.

This system structure separates the access control system from the database
engine so that security-related support is not required from the underlying data-
base. In addition, it enables any DBMS to offer access control even if it is an
off-the-shelf product.

5.2 Optimization with an Accessibility Cache

Since the accessibility status of a path remains unchanged even if the XML data
changes as long as the access control does not involve any value-based evalua-
tions, the result of an accessibility evaluation can be cached, thereby improving
runtime performance. This is particularly beneficial if a path appears multiple
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times in an XML document(s), or in a document type, because obtaining the ac-
cessibility result by looking at the accessibility cache allows the system to avoid
repeating accessibility evaluations.

The accessibility cache, generated individually for each action type, is a table
of 3-tuples: subject, path, and accessibility decision. During an evaluation with
no predicate, an entry will be added to the accessibility cache table. Otherwise,
when the accessibility depends on the data values in the XML document, the
accessibility results may be different with different subtrees and different docu-
ments, and therefore, the accessibility evaluation involving predicates must be
performed at every access.

We show an example using the access control policy P1. The initial acces-
sibility cache table is empty. When M1 as presented in Sect. F.1] finishes, we
obtain an accessibility cache table for read action which contains 1 entry:

{group:’'manager’, /Record/Item/Address, grant}.

There is only one entry in the cache table since the second access request
was evaluated on the basis of an XML data value. Meanwhile, though the first
access request contains both userID and group data, the subject of the corre-
sponding cache entry only holds the group. This is because for PMT matching,
the userID does not affect the accessibility decision that a manager’s access to
/Record/ITtem/Address is always granted without regard to the userID. If any
manager accesses the same path, /Record/Item/Address, in another XML doc-
ument, the grant is looked up and directly returned as the accessibility decision.

When a user is bound to multiple groups such that the accessibility is decided
by multiple matching results, rather than generate a single cache entry, it is
efficient to generate one entry for each group. The cache entries can easily be
reused by other requesters in the same group(s). However, for rules involving a
userID or a role, the number of entries inserted into the accessibility cache table
is limited to one.

To generate a proper accessibility cache entry, the subject information that
decides the accessibility is required. Howevner, without recording each visited
path in the PMT, there is no way to know the corresponding matched subject.
This calls for extra computation to obtain the matched object information with
the current PMT structure, especially when multiple match targets for userID
and groups are visited. To resolve this problem, we enhance the match target of
the Obj matching by retaining the subject of the access control rule. Because
each access control rule is bound to an individual match target, carrying the
subject along with the match target can meet the requirements for accessibility
cache generation.

5.3 Access Control Policy Update

In some real applications, the access control policy may be updated at runtime.
For instance, if a new role is introduced into the running system, then the cor-
responding access control rules should be added to the system as well. In our
previous work Qi et al.[28], real time policy update was not supported, since
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multiple access control conditions were combined into an access condition ex-
pression. In the PMT model, it is possible to perform real time updates on the
PMT when the policy is updated during runtime, since each rule has a corre-
sponding match target which is distinguished by a unique rule ID RID.

The RID in the match target plays a crucial role in runtime rule removal.
The match target, nodes and edges are removed bottom-up if the components are
not shared by other rules. When a rule is updated, the PMT reacts by removing
and adding the corresponding components without changing the PID in the
match target. It costs O(m(2+ D +1)) time to add, remove, or update the rules,
where m is the number of new rules, 2 is from the Act matching, and the Sub
matching, D is the maximum depth of the objects, and 1 is for the match target.

6 Experiments

In this section, we describe our experiments to evaluate the performance of our
PMT-based access control mechanism for XML documents. All of the experi-
ments were conducted on a machine with a 1.8GHz Pentium 4 CPU, 1.5GB of
main memory, and IBM JDK1.4.2. We discuss the experimental data in Sect.
and present the results in Sect.

6.1 Experimental Data

To demonstrate the scalability of the system, we examined the memory require-
ments when a large access control policy is loaded into main memory, and the
access control processing times when a large XML document is processed. To
show the expressiveness of the access control specification, we ran experiments
involving predicates and we collected the update performance. In addition, we
show the performance gains achieved with the accessibility cache and evaluation-
skipping mechanisms.

We use two XML document types in our experiments. The first one, Orders,
is a real data set describing business transactions, and we prepared two different
documents of that type, with sizes of 100 KB and 4 MB. The other type is
the XMark benchmark data, where we used a 111MB standard.zml file. Both
document types contain subtrees with similar structures occurring repeatedly at
the same level.

6.2 Results

Scalability for Large Access Control Policies. In practice, the number
of access control rules is on the order of millions, which is a product of the
number of document types (in 1000’s) and the number of user roles (in 100’s).
The main purpose of this experiment is to see whether or not the PMT model
can support large access control policies. For simplicity, we specified 760,000
access control rules for 30,400 users for the Orders document type. Each user
was associated with a set of 25 access control rules specified with simple path
expressions and +r. Fig. @(a) shows the rule set for Userl, and Fig. [Q(b) shows
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Rule(user:User1, +r, /Orders) Rule(user:User1, +r, /Orders/Order/ltem/LineNumber)

Rule(user:User1, +r, /Orders/Order) Rule(user:User1, +r, /Orders/Order/ltem/Quantity)
Rule(user:User1, +r, /Orders/Order/CustKey) Rule(user:User1, +r, /Orders/Order/ltem/ExtendedPrice)
Rule(user:User1, +r, /Orders/Order/OrderKey) Rule(user:User1, +r, /Orders/Order/ltem/Discount)
Rule(user:User1, +r, /Orders/Order/OrderStatus) Rule(user:User1, +r, /Orders/Order/ltem/Tax)
Rule(user:User1, +r, /Orders/Order/OrderDate) Rule(user:User1, +r, /Orders/Order/Item/ReturnFlag)
e Rule(user:User1, +r, /Orders/Order/Item/LineStatus)
Rule(user:User1, +r, /Orders/Order/ShipPriority) Rule(user:User1, +r, /Orders/Order/ltem/ShipDate)

Rule(user:User1, +r, /Orders/Order/O_Comment)
Rule(user:User1, +r, /Orders/Order/Clark)
Rule(user:User1, +r, /Orders/Order/ltem)
Rule(user:User1, +r, /Orders/Order/Item/PartKey)
Rule(user:User1, +r, /Orders/Order/Item/SuppKey)

Rule(user:User1, +r, /Orders/Order/Item/CommitDate)
Rule(user:User1, +r, /Orders/Order/Item/ReceiptDate)
Rule(user:User1, +r, /Orders/Order/Item/Shiplnstruct)
Rule(user:User1, +r, /Orders/Order/Item/L_Comment)

(
(
(
(
E
Rule(user:User1, +r, /Orders/Order/TotalPrice)
(
(
(
(
(
(

(a)

(b)

Fig. 9. Sample Access control rules and the corresponding PMT

the corresponding PTM image, showing that the subtree structure for the Sub
matching is actually identical. The experiment shows that 760,000 access control
rules use almost 640 MB implying each rule takes about 0.84KB on average.

Scalability for Large XML Documents. In many access control systems, it
is necessary to support access control for large XML documents. For example,
XML-formatted documents for record retention may be several megabytes in
size. In this experiment, we show the performance of the system by examining
the total processing time when the XML documents are 100 KB and 4 MB.

For each subject, we specified 25 access control rules such as shown in
Fig. B(a) for Orders.zml. All rules specified a +r permission. Both documents
contain repeated sub-structures under /Orders/Order and so most parts of the
access control are duplicated at multiple locations. We used the SAX API of the
XML parser to parse the entire document, and checked the accessibility when
encountering either an element or an attribute. The processing time includes
the XML parsing time, the access control time, and the garbage collection time
if it occured. In this experiment, we defined the total time excluding the pars-
ing time as the AC Time. We also measured the performance improvements
achieved with caching. In Fig.[I0] the processing times of the full documents are
shown.

From the bars, it is clear that the accessibility cache makes a significant
improvement in processing times. For the 100 KB document, the accessibility
cache reduces the AC time by almost 51%. For the 4 MB document, the AC
time is reduced to 21%. Since 4MB document contains more duplicated Order
subtrees, it derives more benefit from the accessibility cache.
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Fig. 11. Access control times vs. #s of Rules

Effect of Policy Size. In this experiment, we see the relationships between the
access control performance, mostly decided by the matching time, and the policy
size. The accessibility cache was disabled in this experiment. We specified various
policy sizes from 2,000 to 20,000 rules, in which 80 ~ 800 users are bound to
the kind of access control rules presented in Fig. @(a). For comparison, we also
prepared a group of rules that led to multiple matched targets by specifying
parts of the rules in Fig. Q(a) with +R.

By processing the paths of an entire XML instance record.xml, we calculated
the average access control times on random paths. The results are shown in
Fig. Ml from which the XML parsing time has been eliminated.

To match an access request against the PMT, on average it costs close to 6.6
microseconds when a single target is matched (S), and 11 microseconds when
multiple targets are matched (M). The results show that the access control time
is affected by the number of matched targets, but little affected by the policy
size for our access control model.

In Sect. 4.2 we showed why the expected matching times and the number
of visited nodes during the matching should be sub-linear with regards to the
policy size. The experimental results are different from our analysis in that to
the same access control request each matching on the corresponding PMT of
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both S and M results in static outgoing edge(s) in the Act matching, the Sub
matching, and the Obj matching. As a consequence, the number of visited nodes
for a specific user is static without regard to the policy size.

Effect of Object Length. This experiment was run to examine the rela-
tionship between the access control performance and the depths of the targets
of the access control rules. The accessibility cache was disabled in the exper-
iment. We specified policies with different object paths varying from 1 ~ 13
for standard.zml. The experimental results are shown in Fig. As the fig-
ure shows, the average access control time varies from 6.4 ~ 6.8 microseconds,
showing that it increases only slightly as the object length increases.

As above two experiments show, for the current implementation, the number
of matched targets has more effect on the access control performance. The reason
is that when multiple match targets are visited during the match, the accessibility
can be decided by combing the matching results, during which access conflicts
should be resolved.

Performance on Predicates. As presented in the section on the Pred match-
ing construction in Sect.[3.4] regardless of the number of the predicates involved,
the predicate evaluation is performed only once during the Pred matching. Since
the performance of data retrieval from the XML database depends on the per-
formance of database itself, we eliminated the time spent on data retrievals in
the experiment. The accessibility cache was disabled in this experiment.

Since the match on the PMT is performed twice, once for the Obj matching
and again for the Pred matching, the results show that the access control time
is almost twice the time without predicate evaluation: 11 ~ 17 microseconds per
path. The cost was independent of the number of predicates.

Performance on Policy Updating. Real-time update is supported by the
PMT, as shown in Sect. [5.3] and both adding and removing access control rules
costs O(m(3 + D)) time, where m is the number of access control rules, D
is the maximum depth of he objects. We tested the update performance by
measuring the times for adding 20,000 rules and removing 20,000 rules. From
the experiments, the results show that the average time to add an access control
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rule to an existing PMT is 33 microseconds, and that the average time to remove
an access control rule from the PMT is almost 17 microseconds. Therefore, to
update a rule, it takes almost 50 microseconds, since we first remove the original
rule and then add the new one. This time is considered to be reasonable for a
real access control system.

7 Conclusions and Future Work

In this paper, we have proposed a policy matching tree (PMT) model for provid-
ing expressive and scalable access control for XML databases. We first present
the PMT generated on the basis of the access control rules. We then described
the accessibility evaluation mechanism that matches each access request against
the PMT, and decides the accessibility on the basis of the matched results. The
PMT also supports // and predicates involved access control, and the expected
matching times are shown to be sub-linear relative to the policy size. To improve
the performance, we enhanced the access control system with a cache mecha-
nism that eliminates the need for matching when the same subject accesses the
same path repeatedly. Comparing with our previous work, the limitations on the
expressiveness are expanded, and the runtime PMT updates are supported for
policy updates.

To demonstrate the scalability and efficiency of the proposed model, we per-
formed experiments using synthetic and real XML documents. Experimental
results show that the PMT model supports 760,000 access control rules and
can perform accessibility checks in 6.4 ~ 11 microseconds per path. This model
also supports access control involving predicates at a cost of 11 ~ 17 microsec-
onds. An accessibility cache further improves performance by a factor of 2 to 5,
depending on the XML data structures.

Through these experiments, we also found that when multiple match targets
are matched, the performance is twice as slow as the case for a single matched
target. In future work, we plan to improve the PMT implementation to achieve
better performance for multiple matched targets. We also plan to build the PMT
with less memory.
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Abstract. The Semantic Access Control Model (SAC), built on the ba-
sis of separation of the authorization and access control management
responsibilities, provides adequate solutions to the problems of access
control in distributed and dynamic systems with heterogeneous security
requirements. SAC is characterized by its flexibility for accommodating
dissimilar security policies, but also by the ease of management and con-
trol over a large number of distributed elements and the support for
interoperability of authorization mechanisms. In this paper, we present
the semantic validation algorithms developed in SAC to detect seman-
tically incomplete or incorrect access control policies. Additionally, the
formal model of SAC along with some proofs of its soundness is intro-
duced. This formalization is the basis for additional model checking of
the semantic validation algorithms developed.

Keywords: Access Control, Authorization, Distributed Systems Secu-
rity, Formal Methods in security.

1 Introduction

When security requirements for distributed applications are considered, autho-
rization often emerges as a central element in the design of the whole security
system. Many other security requirements depend on the flexibility, trustworthi-
ness and expressiveness of the authorization scheme. On the other hand, access
control is the mechanism that allows resource owners to define, manage and en-
force the access conditions for each resource [I6]. These two concepts are very
closely related because authorizations are usually the basis for the access decision
in access control systems.

The notions upon which an access control model is defined determine its
flexibility to be applied in different environments and systems. Traditional ac-
cess control models have been designed to provide access control in some specific
scenarios. However, the mechanisms provided by these models are not expressive
enough to deal with very dynamic environments with a high volume of hetero-
geneous data, where new resources are incorporated to the system continuously,
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each resource possibly needing a different access control policy, and where poli-
cies may change frequently. Furthermore, traditional access control schemes are
not suitable for scenarios where the local registration and authorization of users
is not appropriate or with a very large number of heterogeneous registered users.
In these systems, for scalability reasons, it is not practical to keep access and
authorization information for each user.

In this paper, we present the formalization of a more general access con-
trol model developed for these new environments. The Semantic Access Control
(SAC) model [20] was especially designed for handling the access control in het-
erogeneous, distributed and large environments. This model solves the above
mentioned scalability problems, facilitates access control management, and pro-
vides a means to express access conditions in a natural and flexible way.

SAC considers the operation of several independent access control systems
and authorization entities. The access control to resources is independent of their
location. Additionally, the identification of the user or client is not mandatory.
On one hand, the client possesses a set of attributes and, on the other hand,
the access control to resources is based on the specification of a set of attributes
that the client has to present to gain access to them. For interoperability and
security reasons, client attributes must be digitally signed (in the form of an
attribute certificate) by a trusted certification entity, external to the access con-
trol management system. The independence of the certification of attributes is
the key to the interoperability achieved because it allows attributes to be safely
communicated avoiding the necessity of being locally recorded by the system
administrator. Additionally, this approach avoids the registration phase of the
client, and the recording of a client attribute for each access control system. For
this approach to be secure, a mechanism to establish the trust between these
access control systems and the authorization entities was required. We addressed
this problem using semantic information about the certifications issued by each
authorization entity. One of the main characteristics of the SAC model is that, as
opposed to traditional schemes, the attributes required to access a resource may
depend on the semantic properties of the resources. The allocation of the policy
corresponding to a resource is not based on the storage structure of resources
but on their semantic properties. Of course, it is also possible to consider the
structure of storage.

An orthogonal problem when defining an access control model is to assure
that it is semantically sound. In this context, soundness means that users not
fulfilling the access policy cannot access resources. SAC enables the semantic
validation of the access control policies. Additionally, in order to prove sound-
ness, we have formalized the SAC model using inference rules. The construction
of the formal model makes use of the semantic information handled through
the different SAC metadata models [23]. In this formalisation, we have defined
two different entailment relations: the first one is able to infer whether a tar-
get satisfies an attribute; the second relation deals with the access policies. In
this last case, we have introduced some useful operators that combine different
access rules. It is worth noting that the formal model presented has inherited
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the flexibility of SAC in the sense that, if necessary, we may add new operators
transparently.

In summary, SAC was developed to facilitate the management of complex
access control systems, while guaranteeing the simplicity, correction and safety of
the system. To deal with this, SAC provides a set of algorithms for the automatic
validation of the access control policies defined by the system administrator. This
work presents the formal basis to prove its correctness.

This paper is organized as follows. Section 1 presents some related works.
Afterwards and before introducing the formal model of SAC, Section 2 shows
some background on SAC which helps its formalisation. Section 3 introduces the
formal model of SAC with the formalization of the Source of Authorizations of a
PMI and the derivation rules to deduce information from certificate classes. We
finalize with some conclusions and projected work for the near future. Lastly but
not least, an example and proofs of theorems are illustrated in the appendices.

2 Related Works

Traditional access control models such as Discretionary (DAC) [I], Mandatory
(MAC) [I5] and Role-Based (RBAC) [1I7] Access Control were developed for
closed environments. Consequently, they are built on the basis of modelling
the environments that motivated their development [23]. Among these mod-
els, RBAC is commonly accepted as the most appropriate paradigm for the
implementation of access control in complex scenarios. RBAC can be considered
a mature and flexible technology. In RBAC, the structure of groups is defined
by the security administrator and it is usually static. Although grouping users
can suffice in many different situations, it is not flexible enough to cope with
the requirements of more dynamic systems where the structure of groups can
not be anticipated by the administrators of the access control system. In these
scenarios, the structure of the system may be increased dynamically with new
resources which may possibly need a different group structure and access control
policy. Additionally, the policy for a given resource may change frequently.

We believe that a more general approach, such as the one presented by the Se-
mantic Access Control model, is needed in order to properly deal with these new
environments. For example, in the referred situations, groups are artificial sub-
stitutes of a more general tool: the attribute. In fact, groups are usually defined
on the basis of the values of some specific attributes (employer, position, ---).
Some attributes are even built into most of the current access control models.
This is the case of the user element; the identity is just one of the most useful
attributes, but it is not necessary in all scenarios and, therefore, it should not be
a built-in component of a general model. Recent literature in the area of access
control for distributed heterogeneous resources from multiple sources shows the
use of attribute certificates and PMIs. Firstly, we highlight two research projects,
Akenti [7] and Permis [5]. Akenti Project proposes an access control system to
restrict access to distributed resources controlled by multiple stakeholders. The
requirement for the stakeholders to trust the rest of the servers in the network, as
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well as some security vulnerabilities related to the existence of positive and neg-
ative use-conditions, are the main drawbacks of Akenti. The PERMIS Project
[13] objective is to set up an integrated infrastructure to solve identification and
authorization problems. A specific goal is to specify the authorization policy in
a language that can be both easily parsed by computers and read by the security
administrators with or without software tools. The PERMIS group concluded
that XML is the most appropriate candidate for a policy specification language.
However, because PERMIS system is based on the RBAC model, it shares its
limitations. Moreover, the requirement of supporting a PKI is hard to fulfil and
it is not necessary in many authorization scenarios.

Regarding the different XML-based languages proposed for access control,
digital rights management, authentication and authorization, many similarities
and interesting features can be found among them. Some other features, such
as policy parameterisation and composition are not supported. Moreover, some
features provided by those languages are not appropriate in heterogeneous and
dynamic scenarios. Two relevant proposals for access control to XML documents
are the Author-X system [2] and the FASTER project [6]. They differ from SAC
in that both systems have been specifically developed for XML documents, unlike
the general definition of resource in this work. Author-X is based on credentials
that are issued by the access control administrator. Therefore, in practice, each
credential will be useful only for a single source, limiting interoperability. A direct
consequence of this approach is that users must subscribe to sources before they
can access their contents. In the Semantic Access Control Model (SAC) however
we have semantically integrated a Privilege Management Infrastructure that
will be responsible for issuing digitally signed attribute certificates. Another
relevant proposal is XACML [14], an OASIS standard that proposes two XML-
based languages to describe access control policies and access decision requests
and responses. Although XACML and SAC share some similarities, there are
important differences [21].

Other access control languages have been developed in the security commu-
nity to support different access control approaches. Jajodia et al. present in [9]
a logical language which allows users to specify the policy according to what
access control decisions are to be made as well as the authorizations. SAC is
focused in this direction, but in the SAC case we are interested in access control
for highly dynamic systems with an important volume of heterogeneous data and
multiple independent data sources. We use XML and XML Schema to enable
the definition of policies expressed by means of rules and the representation of
derivation rules for the attribute classes used in the policies semantic validation.

Some works have used formal semantics for policy representation and evalu-
ation such as [I9] but this work differs from ours in that they address issues such
as positive and negative authorizations. Another interesting work is the Policy
Maker system [3/4], which focuses on construction of a practical algorithm for
determining trust decisions. The main drawback of this proposal is the use of a
policy language with a low abstraction level and it is very cumbersome, unlike
the SPL policy language defined in SAC.
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Finally, we must highlight an innovative feature presented by SAC which is
semantic and contextual validation of policies. In SAC we have taken into ac-
count that the creation and maintenance of access control policies is a difficult
and error prone activity. Therefore, in the design of SAC we have considered
that this access control model must facilitate and guarantee the correct admin-
istration of the system. To reach this objective, a set of algorithms have been
defined to detect incorrect access control policies. The semantic algorithms carry
out inference processes using the rules defined in the Source Of Authorization
Description (SOAD) documents and have been implemented as part of the Se-
mantic Policy Validator (SPV) tool.

3 Fundamentals of the Semantic Access Control Model
(SAC)

Most of current access control schemes base their authorization approaches on
locally-issued credentials that are based on user identities. This type of credential
presents many drawbacks. Among them we highlight:

(a) they are not interoperable;

(b) the same credentials are issued many times for each user, which introduces
management and inconsistency problems;

(c) credentials are issued by the site administrator, however, in most cases, the
administrator does not have enough information or resources to establish
trustworthy credentials; and

(d) they depend on user identity. However, in practice, frequently the identity
of the user is not relevant for the access decision. Sometimes, it is even
desirable that the identity is not considered or revealed. Furthermore, in
systems based on identity, the lack of a global authentication infrastructure
(a global Public Key Infrastructure, PKI) forces the use of local authenti-
cation schemes. In these cases, subscription is required and users have to
authenticate themselves to every accessed source.

To solve the aforementioned problems, single-sign-on mechanisms are becom-
ing popular [1§8]. Although these mechanisms represent an improvement, they do
not enable interoperability while maintaining the diversity. The reason is they
are based on federation of sources and all federated sources must agree on a
homogeneous access control scheme. Additionally, credentials remain local, not
to a site, but to a set of them.

On the other hand, digital certificates [8] can securely convey authorizations
or credentials. Attribute certificates bind attributes to keys and make authoriza-
tions interoperable and mobile, since attribute certificates can securely transport
authorization information. This mobility provides the foundation for a better al-
ternative to actual Single Sign-On schemes.

Another important advantage of attribute certificates is that they can be
used for various purposes. They may contain group membership, role, clearance,
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or any other form of authorization. As a consequence, digital certificates provide
means for the deployment of scalable and flexible access control schemes, since
access conditions are expressed in terms of sets of attributes instead of users or
groups. Users must possess attribute certificates attesting that they meet the
requirements. As opposed to traditional access control schemes, a high number
of users and attributes do not degrade performance and manageability of this
solution.

On the other hand, when discussing how to establish the access conditions
applicable to a particular resource, two main approaches must be considered: (i)
conditions are established on the basis of the location of the resources or, (ii)
conditions are based on the properties of the resources. The fact is that con-
ditions and restrictions of access naturally depend on the semantic properties
of the target resource that are neglected in structure-based approaches. There-
fore, an approach based on semantic descriptions of the contents is much more
flexible and natural. Moreover, it is easy to incorporate structure-based require-
ments in the semantic model. Additionally, the structure is much more volatile
than the semantics. The incompatibility between the structure required for the
application domain and the ones that match the security requirements confirms
that structure-based approaches are not able to represent these situations in a
natural way.

Another drawback of structure-based approaches is that the number of poli-
cies becomes very large. In fact, these approaches usually imply the definition of
several policies for each resource. Positive and negative authorizations are used
in these cases to facilitate the definition of simple policies and to reduce the
number of policies. The price to pay is the presence of ambiguities, which in
turn requires the definition of conflict resolution rules. Consequently, the admin-
istration of the system becomes complex and difficult to understand, increasing
the chance of incorrect policies being produced.

The Semantic Access Control model (SAC) [20] was developed following a
different approach. It was called this because semantics are the basis of the ac-
cess conditions and its design follows a semantic approach. The SAC model is
based on the semantic properties of the resources to be controlled, properties of
the clients that request access to them, semantics about the context and finally,
semantics about the attribute certificates trusted by the access control system.
The semantic-based and modular approach adopted in SAC, facilitates the de-
finition and management of policies avoiding the use of positive and negative
authorizations. Tools provided to support the policy specification, composition
and validation also serve this objective. The Semantic Access Control model
has been implemented on the basis of the Semantic Policy Language (SPL) to
specify the access control criteria and the semantic integration of an external
authorization entity.

3.1 Semantic Policy Language (SPL)

SPL XML-Schema based policy definition language [24] was designed to specify
policies in a simple way, enabling high level expressiveness and efficient evalua-
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tion. Usual components of access policies include the target resource, the condi-
tions under which access is granted/denied and, sometimes, access restrictions.
As opposed to other languages, specifications in SPL do not include references
to the target object. Instead, a separate specification called Policy Applicability
Specification (PAS) is used to relate policies to objects dynamically when a re-
quest is received. Both SPL Policies and PAS use semantic information about
resources, included in Secured Resource Representations (SRRs), and other con-
textual information documents.

SPL Policies and PAS can be parameterised allowing the definition of flexible
and general policies, thus reducing the number of different policies to be man-
aged. Parameters, which can refer to complex XML elements, are instantiated
dynamically from semantic and contextual information. Additionally, policies
can be composed, importing components from other policies without ambiguity.
This compositional approach allows us to define the abstract meaning of the
elements of the policies, providing a mechanism to achieve abstraction, which
also helps in reducing the complexity of management.

The schema for SPL specifications is represented as a set of XML-Schema
templates that facilitate the creation of these specifications, allowing their au-
tomatic syntactic validation [24]. SPL policies can include components defined
locally as well as imported elements. The ability to import elements enables the
modular composition of policies based on the XPath standard. An SPL Policy is
composed of a set of access_Rule elements. Every access_Rule defines a particular
combination of attribute certificates required to gain access, associated with an
optional set of actions (such as Notify-To, Payment and Online_Permission) to

be performed before access is granted. In this way, provisional authorization or
PBAC [I0] is enabled in SPL.

3.2 Semantic Description of the Sources of Authorization (SOAD)

As we have already mentioned, one of the basis of SAC is the separation of
the certification of attributes and access control management responsibilities, in
order to build a scalable and flexible solution.

A Privilege Management Infrastructure (PMI) [§] provides attribute certifi-
cation services. It is then reasonable to expect that the PMI includes different
certification authorities (SOAs), each one with a well-defined certification do-
main. That is, each SOA should be authoritative for a limited set of attributes
and users. Ideally, each attribute would be certified only by one SOA. This raises
the issue of the interoperability of the attribute certificates.

For example, suppose that Peter Smith is an authorized broker at the
Chicago Board of Trade. Then Peter will have two separate certificates: an iden-
tity certificate attesting to his identity information and an attribute certificate
attesting to his being an authorized broker at the Chicago Board of Trade. Both
certificates can be related, for instance, by including the serial number and/or
a hash value of the identity certificate in the attribute certificate. Suppose now
that our friend Peter Smith is also member of the Chicago Siesta Club (CSC),
a public library, Greenpeace, etc. If centralized access control schemes are
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used in these institutions, each one will have to locally register the different at-
tributes of Peter Smith that are applicable to their access control policies. For
instance, if the CSC has a discount for Greenpeace members then it is necessary
to record Peter ’s Greenpeace membership in the local database of users of
CSC. However, how can CSC be sure that Peter is member of Greenpeace? What
if Peter leaves Greenpeace? How does CSC know about this?

On the contrary, if the attribute certification function is separated then ac-
cess control systems responsibilities are limited to establishing the local access
control policies, making the system simpler, more dynamic and flexible, and
more secure. Obviously, this approach requires that the access control system is
complemented by an external component providing certification functions. The
PMI is precisely that component. A consequence of the separation of access con-
trol and authorization functions (now provided by the PMI) is that the access
control administrators do not have control over some factors that are used in
their access control systems. Consequently, a mechanism to establish the trust
between these administrators and the PMI is required.

In SAC, we addressed this problem using semantic information about the
certifications issued by each SOA. This assists the security administrators in
the creation and semantic validation of access control policies. In SAC, every
SOA produces and digitally signs a set of Source Of Authorization Descriptions
(SOADs) that express the semantics of the attribute certificates it issues [22].
These metadata documents describe the different attributes certified by a SOA,
including names, descriptions and relations of attributes. SOADs are used to
establish the trust between the PMI and the access control systems. They convey
the information needed by the access control system to understand the semantics
of the attribute certificates, which is essential in order to take appropriate access
decisions.

3.3 Semantic Validation of Policies

The information contained in SOADs is also essential for the semantic validation
of the policies, enabling the detection of semantically incomplete (or incorrect)
policies through a Semantic Policy Validator (SPV) tool developed with this
objective [20]. The SPV makes inference processes using the rules defined in the
SOAD documents. The semantic validation ensures that the policies written by
the security administrator produce the desired effects. An interesting feature of
the SPV is that it allows policies to be validated in the context where they will
be applied. The use of semantic information about the context allows the admin-
istrator to include relevant contextual considerations in a transparent manner.
The SPV can perform three types of validations:

1. Test Case Validation: Given a request to access a resource and a set of
attribute certificates, this algorithm outputs the sets of attribute certificates
needed for accessing that resource. Most of the time, this feature will be used
to check that a set of attribute certificates is incompatible with the access
criteria for that resource. For instance, the administrator of our university
can use this validation to guarantee that it is not possible for a student
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to access a given resource (i.e., documents containing marks). During the
validation process, the SPV generates the sets of attribute certificates that
are not excluded by the input set, and checks the generated ones against
all possible combinations of attribute certificates that grant access to the
resource.

2. Access Validation: Given a request to access a resource, this algorithm out-
puts the sets of certificates that grant access to that resource. For this vali-
dation process, the SPV generates the policy for the resource and all sets of
attribute certificates equivalent to those required by the policy.

3. Full Validation: The goal of this process is to check which resources can be
accessed given a set of attribute certificates. Therefore, SPV generates the
policy for each resource and, afterwards, all attribute certificates that can
be derived from the input set of attribute certificates. Finally, it informs of
every resource that can be accessed using the input attribute certificate set.

4 Formal Model of the Semantic Access Control

In this section, we formalize the deductive approach followed by the SAC model
in order to grant/deny a request to access a given resource.

A target is any entity that may hold properties. In the SAC model, targets
may be clients or resources. Properties of the targets are called attributes. Let T
and A be, respectively, the sets of all possible targets and (atomic) attributes in
a given application domain. We assume that each attribute a € A has a negative
counterpart —a € A denoting the opposite attribute. For instance, attribute
“non-student” is the negative counterpart of “student”. In addition, we suppose
that =—a = a. The first step to formalize SAC is to associate each target ¢ with
the set of attributes it holds at every instant in time. To this end, we define the
set A* = AU {lala € A}.

Function K : N — (T — o(A*)}] defines the true attributes held by targets
in each time instant as follows:

— a € K(m)(t) means that target ¢ holds attribute a at time instant m.

— Targets cannot hold simultaneously an attribute a and its negation —a in
an specific time instant m. Thus, a € K(m)(t) = —a ¢ K(m)(t). On the
other hand, it is possible that some attributes cannot be associated to certain
targets. Thus, it may be that both a ¢ K(m)(t) and —a ¢ K(m)(t) hold. For
instance, it makes no sense to apply attributes “divorced” /“non-divorced”
to a “printer”.

— Operator ! is a weak version of = whose meaning is given as

la € K(m)(t) iff a ¢ K(m)(t) (4.1)

That is, la € K (m)(t) means that ¢ does not hold attribute a at time instant
m. But it says nothing about —a. However, when —a € K (m)(¢), following
the previous discussion, we have that

—a € K(m)(t) =la € K(m)(t) (4.2)

! o(A*) denotes the powerset of set A*.
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It is worth noting that time is introduced in the formal model because at-
tributes held by targets may vary with time. Thus, it is possible for a target to
hold an attribute a in a given instant m and to hold —a in some future instant
f > m. For example, target Maria may currently have the attribute “student”,
but it is very probable that, in the future, when she finishes her studies, Maria
holds attribute “non-student”. In order to properly deal with time, we assume
that function ctime :— N returns the current time instant.

In contrast to the true facts represented by function K, the SAC model makes
use of SOAs to certify such facts. In other words, SOAs are the formal artefact
devoted to providing certificates about targets that must be consistent with the
reality represented by function K. In the rest of this section, we formally define
how SOAs infer information about targets when required.

4.1 Formalizing SOAs

As mentioned above, a Source of Authorization k.a. SOA is a certification entity
responsible for issuing attribute certificates attesting to a set of properties about
targets. Each SOA has a certification domain, i.e. a set of targets and properties
that can be certified by this SOA. For instance, the SOA of a university may
issue certificates related to the enrollment of its students in courses, but not
about their marital status. Likewise, it can not issue certificates related to the
enrollment of students from other universities. Let S be the set of all SOAs in a
given domain. In the sequel, we will use symbols o, 7, etc. as elements of S.

Given a SOA ¢ € S, an attribute certificate signed by ¢ is an expression
of the form o(({a,t))q, where d represents the temporal limit of the validity of
the sentence. Thus, o((a,t))s means that o certifies that target ¢ holds attribute
a from the current time instant until the validity of the certificate expires in
time d. We assume, without loss of generality, that the holder ¢ of this attribute
certificate will be identified by its public keyﬁ. Let T, C T be the set of all
targets in the certification domain of o.

Besides attribute certificates, in our model, SOAs also provide rules (rep-
resented in SOAD metadata documents) defining semantic relations among at-
tributes using the so-called certificate classes. Given an attribute a € A*, the
certificate class o({a)) is used by the rules to express that SOA o is responsible
for checking attribute a. Thus, the notation of certificate classes allows us to
easily represent the trust relationship among SOAs.

Formally, each SOA o € S is constituted by a 3-uple (D, X, SOAD,) where

1. D, C S is the set of SOAs in which ¢ trust to delegate the task of issuing
attribute certificates. We assume that o € D,,.

2. Y, C A* x T, x N is the set of all attribute certificates attested by o with
the corresponding deadline. As on commented above, elements of X, are

2 In asymmetric encryption schemes each user has a pair of related keys. One of these
keys, the Public Key, is publicly distributed while the other one, the Private Key,
must be kept secret. Public Key’s are included in digital certificates, so that other
users can verify their authenticity.
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denoted as o({(a, t))q. Sometimes, we will write them as ({a, t))4 for the sake
of simplicity. We assume that SOAs only sign true certificates, that is, the
following assertion holds:

({a,t))qg € Xy = ¥Ym € N.(ctime <m < d = a € K(m)(t)) (4.3)

Let C, = D, x A be the set of certificate classes regarding SOA o. Then,
SOAD, C p(C,) x OpSet x A* is the SOA description constituted by a set
of rules, each one representing a relation between a set of certificate classes
and a given certificate class. The set of relational operators considered is
OpSet = {—, P}, where — is the usual implication, and operator @ is used
to denote inconsistency and it will be formally defined below. For example,
assuming that 7 € D, rule 7((b)), 0 ((c)) — o({a)) could be an element of
SOAD,, indicating that any target holding attributes b and ¢ also holds a.
In addition, the rule also expresses that o delegates the task of checking b
to SOA 7. It is worth noting that certificate classes appearing at the right
side of rules always refer to the SOA defining the rule, this is why no SOA
identifier is needed and it will be omitted for the sake of simplicity. As before,
we assume that SOAD rules only establish true relations among attributes,
that is, the following assertion holds

o1((a1)), -+, on({an)) — ((a)) € SOAD, =
Vm e NVt € T,.({ar,- - ,an} C K(m)(t) = a € K(m)(t))  (4.4)

The Semantic Access Control (SAC) makes use of SOAD rules to derive

information about properties. We have developed two derivation relations, 7
(Figure[Il) deduces information from certificate classes, and 2, (Figure[2) deals
with attribute certificates. In order to avoid confusion, from now on, we call
d-rules the rules appearing in these two figures.

In the d-rules appearing in the figures, we are assuming that o is the SOA

from which new rules or attribute certificates are being inferred. The rest of the
SOAs are supposed to belong to D,,.

Next, we give short explanations about the meaning of each d-rule of Figure[Il

R1 oi{{ar)), -+ ,on{{an)) — <<>b>> € SOAD, (SOAD, rules)

Fo o1((a1)), - ,on{{an)) — (b))
)

F o1((ar)), -+ on{{an)) — ((a)), F7 o({a)) — {(b)) ransitivi

R2 Fe o1((a1)), - on{{an)) — (b)) (Transitivity)
F7 o1((a1)), -, on{{an)) — ({1b)) nconsistenc

RS o (@), on (lan))B(B) ! reney)
Fr o (b)) — ((la)) xclusion

R Ce @y = () (rclusion)

Fig. 1. d-rules for certificate classes
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R1 Every SOAD, ruleis directly derived by 7. Note that the left part of each
rule may contain references to other SOAs meaning delegation for checking
the corresponding attribute. Since o € D,, R1 also deals with rules of the
form {(a)) — ((b)).

R2 This d-rule defines transitivity. It may be directly inferred using the d-rules
for 7, described below. However, we define it explicitly in order to simplify
the algorithms implementing the SAC deductive system.

R3 This d-rule defines the inconsistency between a given certificate class issued
by o and a set of them. If we can deduce o1({a1)), - ,0n{{an)) — (b))
then we conclude that attributes o1{(a1)), - ,0n({(a,)) and ((b)) are in-
consistent, that is, they cannot be held simultaneously. We use symbol &
to denote inconsistency.

R4 The exclusion d-rule says that both 7((b)) — ((la)) in SOAD,, and o {{a)) —
((16)) in SOAD,; may be used to prove that attributes a and b are incon-
sistent. Note that although these two assertions are logically equivalent,
it is possible that we can prove only one of them, depending on the rules
appearing in the corresponding SOADs. This d-rule also includes the case
where SOAs ¢ and 7 coincide.

The following proposition proves that -7 only produces true relations among
certificate classes. See appendix for proofs of this section.

Proposition 1. If F7 o1({a1)), - ,0n{{an)) — ({c)) then Vm € Nt € T,, if
{a1,-+,an} ST K(m)(t) = c € K(m)(t).

Note that the previous proposition does not consider operator @ because it
only provides a specific notation for the rules having on their right side attributes
of the form !b.

Definition 1 (Consistency). We say that certificate class o{{a)) € C, is con-
sistent with the certificate classes o1{{a1)), -+ ,0({an)) € C», and denote it as

o1{{a1)), - o{(an))©ac((a)), iff V7 o1((ar)), -, on{{an))P((a)).

It is worth noting that Proposition [l implies that if SOA ¢ proves incon-
sistency then we have assured that the corresponding attributes cannot hold
simultaneously. On the other hand, the fact that SOA ¢ cannot prove incon-
sistency does not necessarily imply that attributes are consistent. That is, the
notion of consistency is weaker than that of inconsistency.

Figure 2 shows the system derivation used by a given SOA o to infer certifi-
cate classes. We have denoted this relation with 7,.

In the following, we briefly explain the derivation rules given in the figure.

A1 Non expired attribute certificates in X, are directly inferred by F7,.

A2 Given a rule deduced using 7, if each SOA o, asserts that target ¢ holds
attribute a;, and the corresponding deadline d; has not been reached, then o
derives the attribute certificate ((a,t))q, d being the minimum of the dead-
lines d;.

A3 This d-rule simply applies the d-rule for inconsistency R3.
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{(a,t))a € o, ctime < d
Al
'_gt <<a‘vt>>d

EYo1{(an)), - on{(an)) — ((a)),
2V1 <i<n.(r {ai,t))a;, ctime < d;),d = min(di, -+ ,dn)
Fae ((a,))a
ET o1((ar)), -+ s on{(an))@((a)),
3V1 <i<n,(Foi {{ai,t))a,, ctime < d;),d = min(dy, - ,d
Foe ((a,t))a

(SOA At. Certif.)

A

(Rule Application)

A n) (Inconsistency)

Fig. 2. d-rules for attribute certificates

The following theorem proves the correctness of the information provided by
SOAs. In summary, it establishes that each certificate issued is true.

Theorem 1 (Soundness). For each attribute a € A* and target t € Ty, if a
SOA o ezists such that =9, ((a,t))q then Ym.ctime < m <d, a € K(m)(t), that
1s, SOAs only certify true attribute certificates.

4.2 Dealing with Negation

44'77

In the previous section we have managed three types of negation: “=”, and
“#7,7. In this section, we clarify the relations among them, and their effect when
a particular SOA o must issue certificates.

Definition 2. We say that 0 € S does not issue an attribute certificate ((a,t))q
and denote it as F7, —({a,t))q iff 9, {{a,t))a.

Observe that F7, —((a,t))q has the effect of denying target ¢ the access to
resources if attribute a is necessary. However, this refutation may be produced
due to very different motives, as commented on below.

Expression F7, =({a, t))q means that SOA ¢ cannot assert ((a,t))q. This may
occur when ({a, t))4 cannot be deduced because there is no sufficient information
in SOAs to assure it. However this situation may also take place if ¢ may deduce
the opposite attribute, i. e., if 2, ((-a,t))q. That is, F7, =({a,t))q is weaker
than FZ, ((—a,t))q. It may be that o cannot derive ({(a,t))q, even although the
assertion is true, that is, Vm.ctime < m < d,a € K(m)(t), or equivalently, target
t does hold a until time instant d.

On the other hand, note that ((la,t))q is different from ((—a,t))q. The first
expression assures that target ¢t does not hold a until time d, while the second
one says that ¢ holds —a until time d.

From the user point of view, as commented on above, the three negations
imply that ¢ is not allowed to access a given resource, if attribute a is necessary.

We now formalize the relations among these three types of negations.

Using condition ([2)), it is sound to add the d-rules of Figure [l to Figure [3
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V7 ({(—a)) € Cs

RO ey = ((a)

(Negation)

Fig. 3. New d-rules for certificate classes

The following proposition shows how “—”, “I” and “I/7,” are related.
Proposition 2. Vo € §,t € T,,,m € N,
Far (50, 1) m =HG ((a,t))m =5 ~((a, t))m. (4.5)

5 Conclusions and Further Work

The SAC model has proven to be scalable and applicable to different environ-
ments with heterogeneous and complex access criteria. Moreover, other access
control models can be represented within SAC. An infrastructure implement-
ing this access control model called XSCD (XML-based Secure Content Dis-
tribution), complemented by autonomous enforcement mechanisms, has been
developed and successfully applied to information commerce [12], digital rights
management [I3] and secure content distribution in digital libraries [22]. Another
interesting application scenario for SAC is Web Services, where SAC achieved
the desired semantic interoperability [21], and CORBA architecture [I1].

The ability to perform a semantic validation of access control policies was
an essential design goal of the SAC model. Both the Semantic Policy Language
(SPL) defined in SAC and the semantic descriptions of the certificates issued by
each SOA (conveyed by SOAD documents) were designed to serve this objec-
tive. The semantic validation ensures that the policies written by the security
administrator produce the desired effects. In this paper, we have presented the
semantic validation algorithms for access control policies developed as part of
SAC. Additionally, the SAC model has been formalized and some important
features have been formally proved. More specifically, the inference rules for
deducting new information have been presented as part of this formal model,
providing proofs of the correctness of SAC inference rules.

Regarding future work, model checking of the semantic validation algorithms
will be developed in the near future. On the other hand, we are now working
on the extension of the Semantic Policy Language with additional digital rights
specification, along with semantic models for its management.
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A Example

To illustrate the inference rules stated on SOAD documents as the basis for the
semantic validation of policies, let us consider an editorial and its digital library
composed of books, magazines, bulletin news and other relevant publications.
The editorial has some special discounts for some customers; and also privileged
customers who can freely access some types of resources. For example, the Uni-
versity of Malaga has a particular membership with this editorial which grants
some privileges to their staff.

The access control system is based on the Semantic Access Control model,
and hence we have the separated specifications of PAS, SRR, and Policy to
describe access control criteria. Figure @ is the XML representation of the se-
mantic properties relevant to access to the Computer News magazine. Figure[Gla
shows a simple policy (FreeDownload.xml) that defines as access criteria to be
holder of an attribute certificate signed by the SOA of the editorial attesting
the subscription to the editorial Portal. Figure Blb represents the Policy Allo-
cation Specification document which allocates the FreeDownload.xml policy to
magazine items accessible in the digital library through the portal.

When a user tries to access the Computer News magazine through the Mc-
Grow portal, thanks to the semantic information represented in the Secured
Resource Representation for this object (Figure M), dynamic allocation is made
on the basis of PAS of Figure Blb. Therefore, the policy of Figure Bla is used
to control the access to this object, based on its semantic property of being a
magazine.

As in any access control scheme based on attribute certificates, the seman-
tics of policies in the SAC model heavily depend on the semantics of attribute

<?xml version=%1.0" encoding=“UTF-8"7>
<SRR xmlns=“http://www.lcc.uma.es/~yague”
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance”
xsi:schemaLocation="http://www.lcc.uma.es/ yague SRR.xsd”
Resource="http://www.mcgrow.com/” >
<Property >
<PropertyName>PublicationName< /PropertyName>
<PropertyValue>Computer_News < /PropertyValue>
< /Property>
<Property >
<PropertyName>PublicationType< /PropertyName>
<PropertyValue>magazine</PropertyValue>
< /Property>
</SRR>

Fig. 4. SRR for the Computer_News magazine
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<?xml version=“1.0" encoding=“UTF-8"7> <?xml version=“1.0" encoding=“UTF-8"7>
<Policy xmlns="“http://www.lcc.uma.es/~yague” <PAS xmlns=
xmlns:xsi= “http://www.lcc.uma.es/~yague”
“http://www.w3.org/2001/XMLSchema-instance” xmlns:xsi=“http://www.w3.org/2001/XMLSchema-instance”
xsi:schemaLocation= xsi:schemaLocation=
“http://www.lcc.uma.es/~yague Policy.xsd” > “http://www.lcc.uma.es/~yague pas.xsd” >
< AccessRules> <Policy >FreeDownload.xml< /Policy >
<AccessRule> <Object>
<AttributeSet> <ObjectLocation>http://www.mcgrow.com/portal/
< Attribute> < /ObjectLocation>
< AttributeName>Subscription < Conditions>
< /AttributeName> <Condition>
< AttributeValue>Portal <PropertyName>PublicationType
< /AttributeValue> < /PropertyName>
<SOA_ID>McGrow-SOA</SOA._ID> <PropertyValue>magazine
</Attribute> </PropertyValue>
< /AttributeSet> < /Condition>
< /AccessRule> < /Conditions>
</AccessRules> </Object>
< /Policy> </PAS>

Fig. 5. (a) FreeDownload.xml policy (b) PAS for magazines

<?xml version=%1.0" encoding=“UTF-8"7>
<SOAD xmlns:xsi=“http://www.w3.org/2001/XMLSchema-instance”
xsi:noNamespaceSchemaLocation=“SOAD.xsd” >
<SOA_ID>UMA_SOA</SOA_ID>
<ACDeclarations>
<SOAAttribute>
<AttributeName>Member</AttributeName>
<AttributeValue>UMA < /AttributeValue>
</SOAAttribute>
</ACDeclarations>
<ACRelations>
<SOARule>
<AttributeSet>
<SOAAttribute>
<AttributeName>Member</AttributeName>
< AttributeValue>CSDepartment</AttributeValue>
<SOA_ID>CSDpt-SOA<SOA_ID>
</SOAAttribute>
</AttributeSet>
<Relation>Implies</Relation>
< AttributeSet>
<SOAAttribute>
<AttributeName>Member< /AttributeName>
<AttributeValue>UMA < /AttributeValue>
</SOAAttribute>
</AttributeSet>
</SOARule>
</ACRelations>
</SOAD>

Fig. 6. SOAD of the University of Malaga SOA

certificates which we have modelled in SOAD (Source of Authorization Descrip-
tion) documents. Figure [6] shows the descriptions of the source of authorization
that certifies the membership to the University of Malaga (UMA). The rule of
this SOAD states that the Source Of Authorization (SOA) of UMA trusts in the
SOA of the Computer Science Department for attesting to membership to the
department. That is, in order to prove UMA membership, to present an attribute
certificate signed by the CS department SOA attesting to being a member of this
department will be equivalent to presenting an attribute certificate signed by the
UMA attesting to membership of the UMA. Figure [1 shows the descriptions of
the source of authorization corresponding to the McGrow editorial. Relations
among attributes certified by each SOA are also described in these documents.

The SOAD corresponding to the McGrow editorial has two rules. The first
rule states that to be a member of UMA with a trusted certificate from
UMA _SOA implies being a McGrow special customer and, additionally, being
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<?xml version=%1.0"” encoding=“UTF-8"7> /* being member of UMA implies to be a customer with
<SOAD xmlns:xsi= some privileges and subscription to the editorial portal */
“http://www.w3.0org/2001/XMLSchema-instance” <ACRelations>
xsi:noNamespaceSchemaLocation=“SOAD.xsd” > <SOARule>
<SOA_ID>McGrow-SOA</SOA_ID> < AttributeSet>
<ACDeclarations> <SOAAttribute>
<SOAAttribute> <AttributeName>Member< /AttributeName>
<AttributeName>Suscription <AttributeValue>UMA < /AttributeValue>
< /AttributeName> <SOA_ID>UMA_SOA</SOA_ID>
< AttributeValue>McGrow_Portal < /SOAAttribute>
</AttributeValue> </AttributeSet>
</SOAAttribute> <Relation>Implies</Relation>
<SOAAttribute> < AttributeSet>
<AttributeName>Subscription <SOAAttribute>
</AttributeName> <AttributeName>Customer</AttributeName>
<AttributeValue>Computer_News < AttributeValue>Privileged < /AttributeValue>
</AttributeValue> <SOA_ID>MacGrow-SOA</SOA._ID>
</SOAAttribute> </SOAAttribute>
<SOAAttribute> <SOAAttribute>
<AttributeName>Subscription <AttributeName>Subscription</AttributeName>
< /AttributeName> <AttributeValue>McGrow_Portal </AttributeValue>
< AttributeValue>Math_News <SOA_ID>MacGrow_SOA</SOA_ID>
</AttributeValue> </SOAAttribute>
</SOAAttribute> < /AttributeSet>
<SOAAttribute> </SOARule>
<AttributeName>Customer < /ACRelations>
< /AttributeName>
<AttributeValue>Privileged <ACRelations>
< /AttributeValue> <SOARule>
</SOAAttribute> < AttributeSet>
< /ACDeclarations> <SOAAttribute>
<AttributeName>Suscription</AttributeName>
<AttributeValue>McGrow_Portal > /AttributeValue>
</SOAAttribute>
< /AttributeSet>
<Relation>Implies</Relation>
< AttributeSet>
<SOAAttribute>
< AttributeName>Subscription< /AttributeName>
<AttributeValue>Computer_News < /AttributeValue>
< /SOAAttribute>
< AttributeSet>
<SOAAttribute>
< AttributeName>Subscription</AttributeName>
< AttributeValue>Math_-News< /AttributeValue>
</SOAAttribute>
< /AttributeSet>
</SOARule>
</ACRelations>
</SOAD>

Fig. 7. SOAD of the McGrow Editorial SOA

Ouma ((MemUma)) — ((CPriv)) 0ecs{(MemCS)) — ((MemUma))
Ouma ((MemUma)) — ((S_MGPortal))

Omg((SMGPortal)) — ((S_CNews))
Omg((SMGPortal)) — ((S_MNews))

Fig. 8. Rules in SOAD and SOAD

Tmg Tuma

subscribed to its portal. The second rule states that a certificate of being sub-
scribed to the portal implies a certificate of subscription to the Computer_News
and Math_News magazines.

To see the important role of the inference mechanisms developed, we con-
sider a professor of UMA who wants to access one of the CS_News magazines.
If this professor presents an attribute certificate signed by the Computer Sci-
ence department SOA stating he/she is a professor of this University then this
certificate will be equivalent to an attribute certificate signed by the McGrow
Editorial of being subscribed to the portal. Therefore, the policy requisites stated
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on the access control policy will be satisfied and he/she will get free access to
this document.

Finally, let us consider derivation rules stated in SOAD documents and how
information from certificate classes is deduced. Let 0pg, 0uma and ocs be the
SOAs for the McGrow Editorial, the University of Mélaga and the Computer
Science Department. Figure [§ shows the rules included in the Source Of Autho-
rization Description (SOAD) documents of MacGrow and UMA. In SOAD,,,
the first rule states that to be member of UMA implies to be a Privileged Cus-
tomer of MacGrow. Second rule states that to be a member of UMA implies
being subscribed to the MacGrow Portal. Last two rules state that to be sub-
scribed to this portal implies being subscribed to the Computer News and Math
News magazines, respectively. The only rule of SOAD . . states that to be a
member of the Computer Science Department implies being a member of the
University of Malaga. Now, suppose that F0¢* o.,((MemCS, MYagiie)), that is, the
Computer Science Department is able to certify that MYagiie is a member of the
Department.

The following derivation shows how SOA o, infers she can access the Com-
puter News magazine, using the d-rules described above. For the sake of simplic-
ity, we have dropped the time parameter, assuming that attribute certificates are
always valid. We have divided the derivation into three parts. The last derivation
makes use of the results previously obtained to reach the conclusion. Note that
the rule applied appears at the left side of each derivation.

(R1) s ((MemCS)) — ((MemUma)) € SOADs, 0
Fouma g ((MemCS)) — ((MemUma))
Fouma ((MemUma, MYagiie))

(A2) F7¢s ((MemCS, MYagiie))

Ouma ((MemUma)) — ((SMGPortal)) € SOAD,,,,
F7™9 0 yma ((MemUma)) — ((S_MGPortal))

(R1)

Omg((SMGPortal)) — ((SCNews)) € SOADo,,
F7™9 g ((SMGPortal)) — ((S_CNews))

(R1)

™9 Guma ((MemUma)) — ((S_MGPortal)) 7 ™9 o, 4 ((S_MGPortal)) — ((S_CNews))

}7
R2
( ) F2™MI 0 yma ((MemUna)) — ((S_CNews))

(A2) Fouma ((MemUma, MYagiie)) 79 Gyumq ((MemUma)) — ((S_CNews))
"Z;"g ({S_CNews, MYagiie))
B Proofs

Proposition Il If F7 o1{{a1)), -+ ,on{{an)) — {{c)) then Vm € N,t € T,, if
{a1,-+,an} ST K(m)(t) = c € K(m)(t).

Proof. Denote R = FZ o1{{a1)), -+ ,0n{{an)) — {{c)), and consider t € T,
and m € N such that {a1, -+ ,a,} € K(m)(t). Now, we reason by induction on
the depth of the derivation tree to produce R.

— Base case. If 01((a1)),- - ,on{{an)) — ({(c)) € SOAD,, the proof is directly
derived from condition
— Inductive case. We have two possible cases:
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1. If R has been obtained applying rule R2, there exists d € A and two rules
such that =7 01((a1)), -+, on{{an)) — ((d)), and F7 o((d)) — ((¢)).
Applying successively the induction hypothesis to these rules, firstly we
deduce d € K(m)(t), and then ¢ € K(m)(t).

2. If R has been obtained applying rule R4, then 3b € A.c =lband R = F¢
7({a)) — ({Ib)). Applying the induction hypothesis to -7 o((b)) — ({!a)),
we have that if b € K(m)(t) then a ¢ K(m)(t). Thus, assuming that
a € K(m)(t), we deduce that b ¢ K (m)(t), or equivalently by definition
(condition ([@I]) that ¢ =!b € K (m)(t).

Theorem [Il For each attribute a € A* and target t € Ty, if a SOA o exists
such that 7, ((a,t))q then Vm.ctime < m < d, a € K(m)(t), that is, SOAs only
certify true attribute certificates.

Proof. By induction on the depth of the derivation tree to assert ((a,t))q.

— If {{a,t))q € X5 then, by condition [@3)), we have that Vm.ctime < m <
d,a € K(m)(t).

— Let us assume that we have applied rule A2 to deduce ((a,t))q. Consider
an index (1 < i < n). By induction hypothesis, if 7 ((a;,t))q,, ctime < d;
thenVm,;.ctime < m; < d;, a; € K (m;)(t). Thus, defining d=min(dy,--- ,d,),
we deduce that Ym.ctime < m < d,{a1,---,a,} C K(m)(t). Finally, ap-
plying Proposition [l to FZ o1{{a1)), - ,on{{an)) — ((a)), it is derived
VYm.ctime < m < d,a € K(m)(t).

— The proof corresponding to applying A3 in the derivation is similar to the
previous one.
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Abstract. Security and authorization play a very important role in the
development, deployment and functioning of software systems. Java be-
ing the most popular platform for component-based software and sys-
tems, Java security is playing a key role in enterprise systems. The ma-
jor drawback in the security support provided by J2EE and J2SE is the
absence of a standard way to support instance level access control. JAAS
does provide some help, but it is not without its share of problems. The
newest standard related to security - XACML, provides a standard sim-
ple way to represent security policies. In the paper we propose a unique
way to extend JAAS technology so that it can support class-instance
level access control in a declarative manner. We then showcase how this
extension can be molded in the XACML architecture, thereby provid-
ing an end-to-end standard based access control specification and imple-
mentation for J2SE and J2EE applications. The major advantage of our
technique is that, being declarative it does not require any change to
the security code when - either the security policies are changed or the
security infrastructure is deployed in a new environment.

1 Introduction

The exponential growth of e-commerce in the recent past has lead to a propor-
tional increase in the complexity of software systems. This complexity has also
lead to an increase in security and authorization needs of enterprise applications.
In order to deal with this complexity, various proprietary and application spe-
cific languages [I} 2], 3] that help in specifying access control policies of enterprise
systems have been proposed. XACML is one such general-purpose access control
policy language, which in addition to being a standard, is generic, distributed
and powerful [4]. It provides an XML based access control policy language as
well as an access control decision request/response language, which can be used
by applications and systems to fulfill their access control needs. The XACML
specification deals with the framework and the exact implementation details of
the access control engine are left for the implementers.

Java is the most popular platform for component based software and has
played a key role in the popularity of e-commerce applications. Java has its own
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standardized mechanism to provide user-based security and access control called,
Java Authentication and Authorization service (JAAS). JAAS has played a key
role in securing these enterprise applications. The advancements in enterprise
applications have lead to rapid changes in the requirements and needs of the
software developer. The Java language has tried to keep pace with these needs
by adding new features such as Data Access Objects [6], remote monitoring and
management of JVM [5], class data sharing, generic types etc. But fulfilling the
security needs of Java applications is still closely tied with application code [I3],
leading to an ad-hoc, application specific development of security and access
control implementations.

In the J2EE architecture, providing authentication and access control is del-
egated to the application server. A declarative XML based mechanism is used
to specify the access control needs of the J2EE applications. But such an access
control can be provided only at a method-level granularity. The state or logic of
the software object/component does not factor into the access control decision.
This is very restrictive and policies such as: “Employees can only view their own
salaries from the salary database”; are implemented programmatically.

This paper tries to bridge the gap between XACML based specification of
access control needs and standard security implementation for Java and outlines
an XACML implementation for Java applications. The XACML implementa-
tion proposed in this paper provides a generic and declarative mechanism for
providing access control in Java applications. Our technique uses an innovative
extension of JAAS to attain our objectives. Thus, the contributions of this paper
include:

— We propose a standard based implementation of XACML for Java using
an innovative extension of JAAS. In other words, we show how XACML
and JAAS can co-exist thereby providing end-to-end standards based access
control specification and implementation for Java language.

— Our technique provides a mechanism for supporting instance level autho-
rization in Java applications using declarative specifications.

— We provide a method of writing declarative security policies for Java appli-
cations

The rest of the paper is organized as follows: A brief introduction to XACML
architecture is given in section 2l Section [ gives an overview of Java security
and JAAS, explaining their deficiencies in providing fine-grained access control.
Section @ outlines how JAAS can be extended so as to provide declarative au-
thorization support in Java while using XACML standards. Related work is
discussed in Section Bl and Section [B] concludes the paper.

2 XACML

One of the basic reasoning for the development of XACML was the need to have
a standard, generic and powerful access control specification language. Existence
of various proprietary languages provided piecemeal solutions to security issues
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Access 11. Obligations Obligations
Requestor Service
3. Request 10. Response
8. Target Y
__ Attribute, Resource
Context 7. Resource
PP 9.Decison | Handler Resource
N
A A
4, Attribute )
Query 6. Attribute
Y 5CcR rce Attribut
1. Policy or N .C Resource Attributes
Policy Set
& PIP B
I J 5.b Environment Variables
5.a Subject
Attributes

PAP Subjects Environment

Fig. 1. Data flow diagram for XACML

of the enterprise. XACML tries to bridge this gap and provides a common lan-
guage for expressing security policy across the enterprise. It allows the enterprise
to manage the enforcement of all the elements of its security policy in all the
components of its information systems. XACML is generic thus it can be used
in various environments. As XACML is used across various components of the
enterprise application, management of the access control policy becomes easier.

The data flow diagram of Figure [I] shows the major actors in the XACML
domain, which are important for our approach. Main components of this archi-
tecture are:

1. PEP: The Policy Enforcement Point is the system entity that performs
access control by making decision request and enforcing authorization de-
cisions. This is the entry point for access control infrastructure. Consider
an example of an e-commerce application, which supports auctions. In this
application, each request (to bid, to create an auction etc.) made by the
user will be routed through a software component, which will send it out to
an entity responsible for making the access decision (allow/deny). Such an
entity, which makes a callout to the access control component, is the PEP
of the application.
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2. PDP: This is the core of the framework and is responsible for evaluating
the applicable access control policies and to render the authorization decision
as one of four values: permit, deny, indeterminate or not applicable. In the
above example, the entity which makes the decision to allow or deny the
request is the PDP. The PDP will evaluate the access control rules, which
could include policies like “Only a user who has created the auction should
be able to modify it”.

3. PIP: This component acts as a source of attribute values. The responsibility
of this component is to provide all the information that might be required
by the PDP to make the access decision. Attributes are characteristics of
the resource being managed (e.g. who is the owner of auction bid), the user
making the request, action (read or modify) or environment (office hours).

4. Context Handler: This is a system entity that converts decision requests
in the native request format to the XACML canonical form and converts au-
thorization decisions in the XACML canonical form to the native response
format. The context handler allows the use of XACML in a variety of appli-
cation environments. This component is one of the key components of our
solution, as it allows the JAAS specific data to be converted into decision
requests, which are understood by the PDP.

The context handler forms the access control request based on the attributes
of the requester, action, resource and environment. This information is provided
to the PDP to find the access control policy applicable for the request. The
access control policy is defined in terms of the attributes of the requester, ac-
tion, environment and resource. The policy can also include functions defined
on these attributes. The PDP performs the following two operations to arrive
at a decision: (1) It first tries to find all the policies applicable for the request
and (2) then it evaluates these policies and returns the decision back to the PEP
(via the context handler). PAP is the policy administrative point, responsible for
managing access control policies. The curious reader is requested to refer to [4]
for further details about XACML. We now explain why standard JAAS based
access control is not sufficient for enterprise applications, and how JAAS can be
extended to overcome its drawbacks.

3 Java Security and JAAS

3.1 Java 2 Security

Java 2 uses policy based security architecture. The security policy (Figure [2]) is
defined by a set of permissions for code in various locations (codeBase) and
by various signers. These permissions allow certain actions on a certain re-
source. Resource names and their associated actions are enumerated in a policy
file. In Java 2, AccessController is used as the security enforcer. The exam-
ple policy file in Figure [2] gives all permissions to the jar files present in the
${java.home} /lib/ext directory, whereas read permissions on some system prop-
erties, are given to all the other code bases.



48 R. Gupta and M. Bhide

grant codeBase "file: ${java. home}/lib/ext/*" {
perm ssion java.security. Al Perm ssion;

b

grant {
permi ssion java. util.PropertyPerm ssion "os.name", "read";
perm ssion java.util.PropertyPerm ssion "os.version", "read";
perm ssion java. util.PropertyPerm ssion "os.arch", "read";

h

Fig. 2. Policy file in Java

SafeFileWiter() {
Perm ssion perm = new java.io.FilePerm ssion("foo.txt", "wite");
AccessControl | er. checkPer m ssion(perm;
/1l Wite to foo.txt

Fig. 3. Protecting a method using AccessController

The example method in Figure [§ shows the typical way in which a pro-
tected resource is accessed using Java methods. Before performing the opera-
tion, the method calls the AccessController with the permissions required to
perform operations on the resource being accessed. The AccessController checks
the requested permission with the application’s current authorization policy. If
any permission defined in the policy file implies the requested permission, the
method checkPermission simply returns; otherwise an AccessControlEzception
is thrown. The SafeFile Writer is used for writing in the file foo.tzt. Thus before
writing, the AccessController is called to check whether writing to the file is
allowed. The major drawback of Java 2 security is that it does not have user,
role or object based permissions. The user based access control is added in Java
2 using JAAS, which is explained next.

3.2 Java Authentication and Authorization Service

The Java Authentication and Authorization Service (JAAS) is a set of APIs
that enable Java applications to authenticate and enforce access controls upon
users. JAAS reliably and securely determines who is currently executing the
Java code and whether the user is allowed to do so. JAAS adds subject-based
policies to the Java 2 security model. For this the user is first authenticated and
the javaz.security.auth.Subject class is used to encapsulate the credentials of
the authenticated user. A Subject can have multiple identities called Principals.
In a JAAS policy file, each grant statement is associated with a Principal. For
each Principal associated with the Subject, the AccessController gets permissions
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grant codebase "file:./MAction.jar",
Princi pal sanple. principal . Exanpl ePrinci pal "Bob" {
perm ssion java.io.FilePerm ssion "max.txt", "read";

Fig. 4. Principal based authorization in JAAS

from the policy file and checks whether any permission implies the requested
permission. Otherwise, it throws an AccessControlEzception. Figure @ shows a
typical authorization policy file in JAAS. Tt allows Java classes in MyAction.jar
to read maz.tzt if the particular class is accessed by Bob. All other users are not
allowed to access the resource.

The standard policy file format of JAAS does not support security policies
that are based on the properties of the application object on which the policy is
defined. This precludes the definition of policies such as “A manager is allowed
to edit the salary information only of his direct reports”. Using JAAS, if a user
(manager) is allowed to call method editSalary then the user is allowed to edit
salaries of all the employees irrespective of whether the employee is his/her direct
report or not. Such policies are very common in any application and custom code
is required to enforce such policies. However, JAAS does recognize such needs
and it provides mechanisms to extend its standard interfaces to suite the client
needs. Possible extensions to JAAS are explained next.

3.3 JAAS Extensions

JAAS is build on top of the pre-existing security model of Java, which depends
on the codeBase accessing the resource and uses the plaintext format policy file
implementation. JAAS makes authorization decision based on the Subject who
is performing the action, the action being performed and the resource being
accessed. Thanks to pluggable-features of JAAS, writing custom authentication
and authorization sub-modules can change its default behavior. In this section we
explain possible extensions which can be used for XACML implementation using
JAAS. In order to support instance level access control in JAAS the following
JAAS artifacts can be changed:

o java.security. Principal: The Principal interface represents the abstract no-
tion used to represent an entity such as an individual, an organization, a
group or a login id. By extending the Principal one can add custom proper-
ties which can be used for authorization.

o java.security. Permission: The Permission class is used in two places namely,
(1) The policy file where it represents the permissions given to a user on a
codeBase and (2) the permission object which is constructed in the code
before accessing a resource. In the code the object represents the permission
required by the code for accessing a resource. If the policy file grants the
requested permission to the codeBase, then the action is allowed by JAAS.
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As explained in Figure[3 the AccessController calls checkPermission to know
whether the caller has authority to perform the requested action. By default
the Permission object can specify things like name of the permission (which
may indicate the resource on which access is required), action for which
the resource is accessed, etc. The Permission class implements the implies
method, which takes as input another Permission object. This method is
called by the AccessController to know whether the requested permission
(present in the code) is implied by any permission present in the policy file.

o java.security. PermissionCollection: This abstract class is used for represent-
ing a collection of Permission objects. This class can be implemented to
have the desired way of storing the granted Permission’s and comparing
them with the requested Permission.

o java.security.Policy: Tt is an abstract class for storing security policies in
Java application environment. The AccessController contacts the Policy im-
plementation to get the set of permissions defined in the policy file for an
authenticated Subject on a codeBase. By-default the Policy class is extended
by the PolicyFile class to read the policy file as depicted in Figure[dl The Pol-
icy class has getPermissions method, which parses the policy file and returns
an appropriate PermissionCollection object enumerating the permissions of
the codeBase for the calling Subject.

From the above discussion it is fairly clear that JAAS can be extended in
a variety of ways to attain various authentication and authorization objectives.
But for these extensions one needs to write code to implement or extend various
JAAS interfaces and classes respectively. Writing new code, whenever there is
change in security requirements, is cumbersome and makes the code difficult to
maintain. Further, it precludes the possibility of changing the security settings at
deployment time thereby preventing the reuse of code across different domains.

Hence there is clearly a need for a security approach, which is flexible, stan-
dard based and which gracefully handles the extension or changes in the security
policy without requiring changes to the security code. The key points to be con-
sidered while addressing these problems are:

1. JAAS being a Java security standard, the solution should adhere to JAAS
security framework

2. The solution should provide fine grained (instance based) access control

3. The solution should enable the modification of the security policy without
requiring any change to the security code.

XACML provides a representation of fine-grained security policies across the
enterprise. This motivates us to explore whether the marriage of these two tech-
nologies/standards can be a solution to our problems? As it turns out, this indeed
is the case. The next section outlines our proposed extension to JAAS, which
allows XACML to be used with Java applications while having standard based
implementation.
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4 Extending JAAS for XACML Implementation

In the last section we listed the requirements which JAAS based implementation
of XACML should meet. In this section we present our XACML implementa-
tion for Java, which is generic and declarative. It enables changes in security
settings without writing any new code. It is assumed here that the resource be-
ing protected is accessed through various Java methods with different methods
performing different actions on the resource. In Section [l we present our ex-
tensions to JAAS which are required to support generic authorization. Section
explains the code-flow between a user making an access request and the Ac-
cessController returning a response. Section [£.3] deals with the mapping between
XACML and our unique JAAS extension.

4.1 Generic Authorization Using JAAS

To attain the objectives of providing generic and declarative authorization we
propose a technique that modifies JAAS in a unique way so that its extension can
be written in a declarative manner rather than the conventional programmatic
way. Following are the extensions that we have implemented to the standard
JAAS classes/interfaces described in the previous section:

1. GenericPermission: It extends the standard Permission class of JAAS. For
implementing attribute level authorization, as mandated by XACML, the
class instance (object) representing the resource on which access is requested,
needs to be passed to the Permission object. The GenericPermission has
a constructor that takes the object (on which access is requested) as input.
The implies method of GenericPermission is written in such a way that
it takes into comsideration the attributes of the action, the attributes of
the object and the environment variables for deciding whether the granted
permission implies the requested permission. The attributes of the resource
object required for XACML implementation can be obtained by calling the
getter methods on the object instance using Java reflection. This unique
extension of the implies method acts as PDP component of the XACML
architecture.

2. GenericPolicy: The core of our technique lies in the representation of the au-
thorization framework in an XACML policy file. Our GenericPolicy, which
is an extension of java.security. Policy class of JAAS, interprets the autho-
rization policies, written in XACML language. The getPermissions method
of GenericPolicy parses the XACML based policy file and retrieves all the
GenericPermission’s granted to the specified Subject and codeBase in the
policy file. The permissions are returned in the form of a GenericPermis-
stonCollection which is explained next.

3. GenericPermissionCollection: This class is used to represent a collection of
GenericPermission objects.

The access control policy is represented in terms of getter methods (for get-
ting attributes of the resource object) defined on the application objects. The
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policy allows the use of expressions, which operate on the values returned by
the getter methods. If the getter method(s) used in XACML policy are not
implemented, the context handler (which is responsible for invoking the get-
ter methods and calling the PDP) throws an exception. For example consider
the policy — “Only a user who has created the auction should be able to modify
1t”. In this policy, access control is based on whether the caller is the owner of
the auction object. Thus, we pass the auction object to the GenericPermission
constructor so that the owner of the auction can be obtained using getOwner
method of the auction object.

4.2 Code Flow

Here we explain the steps required to protect a resource as well as the steps
followed when a user wants to perform some action on the protected resource.
Our technique assumes that all resource actions are implemented as methods,
and hence whenever a user wants to perform some action on a resource, the
corresponding method is accessed. Thus protecting a resource is equivalent to
protecting methods performing some action on a Java object representing the
resource. Each method, which is required to be protected, needs to start with
the construction of GenericPermission object having three parameters:

1. The class to which the method belongs,
2. The action which the method wants to perform and
3. The resource object on which the method is called.

This GenericPermission object represents the permissions necessary to ex-
ecute the method. At run-time, if the policy file grants this permission to the
code and the user invoking the method, then the access will be allowed by
JAAS. Figure [l shows a method, which updates an auction object, creating the
GenericPermission object. Then a call is made to the AccessController pro-
vided by Java. The GenericPermission object is passed as a parameter to the
checkPermission call of the AccessController. This ensures that any user who
does not have the permissions as indicated by the GenericPermission object will
be thrown an AccessControlExzception. What follows next are the steps through
which the AccessController determines permissions for an authenticated user.

updat eAction() {
Per m ssi on perm = new Ceneri cPerm ssion(String auction,
String update, Object auctionl);
AccessControl | er. checkPerm ssi on(perm;
/1 performaction

Fig. 5. Method protection using by GenericPermission
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Fig. 6. Code Flow for Generic Authorization

Figure [0 shows the code flow of an authorization decision using our generic
authorization scheme. In Step 1, a GenericPermission object is created. As men-
tioned earlier, this GenericPermission object represents the permission that is
necessary to execute the method i.e., to perform the action on the resource. This
permission object is then passed as a parameter to the checkPermission call of
the AccessController. The AccessController uses the Policy implementation of
JAAS to make the authorization decision. The standard Policy implementa-
tion of JAAS (PolicyFile) cannot understand the XACML policy file. We have
extended the Policy implementation (called GenericPolicy) and our implemen-
tation is equipped to handle the XACML format. The Policy implementation to
be used by the AccessController is specified using the auth.policy.provider para-
meter in the java.security file. Changing this parameter setting ensures that the
JVM uses the GenericPolicy for evaluating the authorization decision instead of
the normal PolicyFile provided by JAAS.

The GenericPolicy class finds the granted permissions for the given Subject
and codeBase by parsing the XACML file in the getPermission method (Step
2). In other words, if a user authenticated as “Foo” is accessing some code (in
“abc.jar”), which is trying to perform an action on an object (resource), then
the getPermissions method will try to find all the permissions that are given
to “Foo” for codeBase “abc.jar” in the XACML policy file. The getPermission
method returns GenericPermissionCollection which is a set of GenericPermis-
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sion objects given to the Subject (“Foo”) for the given codeBase (“abc.jar”) in
the XACML policy file (Step 3).

After getting the GenericPermissionCollection corresponding to the call-
ing Subject and codeBase, the AccessController calls the implies method of the
GenericPermissionCollection (Step 4a). This method has one parameter which
is the GenericPermission Object constructed in Step 1. The logical meaning
of this is to find if any one of the permissions in the GenericPermissionCol-
lection implies the requested permission (which is constructed in Step 1). In
order to do this, the implies method of the GenericPermissionCollection iter-
ates through each of the constituent GenericPermission’s in the collection. For
each of these GenericPermission’s it calls the implies method of the GenericPer-
mission class (Step 4b). The implies method of GenericPermission understands
the semantics of the declarative authorization policy specified in the XACML
policy file. Based on the authorization policy specified in the XACML file, it
checks if the requested permission (constructed in Step 1) can be implied from
the granted permission (which is represented by the GenericPermission object
itself on which the implies is called). If the AccessController finds that any one
of the GenericPermission.implies returns true, then it simply returns. If the re-
quested permission is not granted by any policy present in the XACML file or if
is not implied by any of the policies, then an AccessControlException is thrown.

The implies method of GenericPermission uses the resource object instance
to get the values of attributes by calling the getter method using Java reflection
technology. These values are used in the expressions defined on the object at-
tributes as well as environment variables to decide on the imply relationships.
For e.g., consider an authorization policy “Only a gold user is allowed to access
critical data between 10AM and 4 PM” . In this policy, the application object, say
an entity bean, will have a getter method that returns the criticality (high/low
etc.) of the data and the policy will be expressed in terms of the return value
of this getter method. If this policy is later changed to “Only gold and silver
customers are allowed to access stock history data”, then such a change will
only require a minor change in the XACML policy and no change in the code.

grant codebase "file:./MAction.jar",
Princi pal sanple. principal.GenericPrincipal "CGoldCustonmer" {

perm ssion comibmjaas. Generi cPerm ssion
Obj ect =" St ockl nf 0" action="read";

ConpoundCondi ti on operator="AND"' nanme="Cl" nane="C2";

Condi ti on name="Cl" type="nethod" mNane="get Type"
oper at or =" equal s" val ue="confidential";

Condi ti on name="C2" type="environment Val ue"
mNane="get Ti me" oper at or ="bet ween" | ower =" 10AM'
upper =" 4PM';

Fig. 7. XACML based sample JAAS extension policy file
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However, using conventional JAAS implementation, even this minor change will
require a change in the security code of the application. Thus a clever use of Java
reflection and the unique representation of the XACML based authorization pol-
icy file, allow us to support fine-grained access control, which can be changed
without warranting any change to the authorization code. A sample XACML
based JAAS policy is given in the appendix. In order to highlight the difference
between the normal JAAS and our extended JAAS implementation, Figure 7
shows the JAAS generic policy represented in non-XACML format. It should
be noted that we use an XACML based JAAS policy file (given in appendix),
but the non-XACML format (Figure[7) is given for illustrating the differences
between the normal and extended version of JAAS.

4.3 JAAS and XACML

In this section we explain how our implementation fits into XACML architec-
ture. The policy in XACML can either deny or permit an action on a resource.
The parallel of a policy in JAAS is a permission, which as the name suggests,
only provides closed policy authorizations [16]. Hence our framework consists
of permit policies only. Extending the architecture for other response alterna-
tives of XACML (open authorization policy) needs a different implementation
of Policy which is part of our future work. In Java, the AccessController han-
dles access requests, thus it acts as the PEP for Java applications. When the
PEP makes an evaluation request to the PDP of the XACML architecture, the
PDP first tries to find out the policies that apply for the given target. Then it
evaluates the applicable policies for making access decisions. The getPermissions
method of GenericPolicy is similar to the initial work done by the PDP. The
implies method of the GenericPermission class consists of an engine that can do
evaluation of logic expressions. It uses the values of the various (resource object,
environment etc.) attributes provided by the context handler (using Java reflec-
tion) to evaluate the authorization decisions. Thus it does the second function
of PDP. The context handler is responsible for converting application specific
objects to an XML format which is understood by the PDP. In our extension of
JAAS, the context handler does the reflection on the application object. Figure[S|
summarizes how our extension fits into XACML architecture. The major steps
of the flow are:

— When an access request is made, the PEP calls the GenericPolicy.
getPermissions method. As mentioned earlier, one of the functionality of the
PDP is to find all the policies relevant to the given decision request. In the
standard XACML framework, this functionality is not independently acces-
sible from outside of PDP. In JAAS, the GenericPolicy.getPermissions does
a similar work (of finding the relevant policies). Hence in our framework the
GenericPolicy.getPermissions is part of the PDP and the AccessController
(which is part of the PEP) calls this method. Thus we have externalized
some of the functionality of the PDP. This is one of the extensions, which is
required to the XACML framework to support our JAAS extension.
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User PEP

(Access Controller)
A

2. Access Request {

3. GenericPolicy.getPermissions — —

. . . r——-|~—- 7. Implies
6. GenericPermissionCollection - — - - -
5. GenericPermissionCollection
[ N AN I ni 14. Result
! 4.getPermissions Y Y
< I
------------- > Context
PDP 12a. get/returnValue 11 Resource|  Regaurce
(- - - - ---- - - Handler
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Fig. 8. XACML implementation using JAAS extensions

— Once the GenericPermissionCollection is received by the PEP, it calls the

implies method on the GenericPermissionCollection. This is implemented
in the PEP and it iterates over the GenericPermssion’s and calls the im-
plies method of each of the constituent GenericPermission objects
(Step 7).

The context handler uses reflection to find out the values returned by the get-
ter methods. It then constructs the decision request (which is an XML doc-
ument) and sends it to the PDP (Step 12). The GenericPermission.implies
method is the core of the PDP. It evaluates the policy/rule and returns its
decision to the PEP.

The XACML policy is represented in terms of expressions on the values
returned by the getter methods of the resource object. Hence we need to
represent the resource (Java) object in terms of an XML document. There
are known techniques such as XStream [I5] and SYS-CON [14] for convert-
ing Java objects as XML documents. Using these techniques, each property
of the resource object can be easily represented in terms of an XPATH ex-
pression on an XML document. The values of the getter methods defined
on the resource are obtained by the context handler (using Java reflection)
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and sent out as part of the decision request. Invoking all the getter meth-
ods can have a lot of overhead. Hence the other option is for the PDP to
call back the context handler (Step 12a) to obtain the value of the nec-
essary getter methods. The information about the getter methods will be
present in the policy file. The PDP will send this information to the con-
text handler in Step 12a. E.g. the method to obtain the value of owner-
id will be represented as auctionEntry/auctionInfo/owner-id in the policy
file. This will be used by the context handler which will call the getter
methods in a sequence (i.e. call getAuctionInfo().getOwnerID() ) and will
return the results to the PDP. For more information, please refer to the
appendix.

It is to be noted that we can afford some flexibility in the XACML framework,
but doing so in JAAS is not possible as the architecture and its data flow is coded
inside the JVM. Our framework requires a minor change of externalizing the
getPermissions API present in the PDP but it does not jeopardize the XACML
architecture. Although we have given examples of resources being protected by
Java methods, our scheme can be easily extended to J2EE environment. The
various J2EE methods can be classified as actions on a resource (in which case
the action name can be replaced by the method name). Whenever those methods
are called on a Java object, the J2EE application server would have to create the
GenericPermission object corresponding to the intended action on the intended
Java object. The container would then invoke the AccessController before the
actual method call. Thus our technique can fit seamlessly into a J2EE as well as
J2SE environment.

5 Related Works

There are various attempts to represent the access control policies in XML for-
mat and for providing granular authorization. [I] deals with XML based ac-
cess control specification for dynamic web services using role based access con-
trol (X-RBAC). [3] deals with a security mechanism that can support a wide
range of security models and policies in an efficient and unified manner. These
models include ACLs, lattice based access control models, etc. But their im-
plementation is ad-hoc without focusing on any particular language. [7] pro-
vides a naive mechanism for management of security policies using XML in
a distributed environment. It proposes a schema, which represents the Role
based access control (RBAC) policies in XML. This XML policy file is inter-
preted using a standard API. The paper is very general and does not provide
instance level access control, nor does it provide authorization using any stan-
dard such as JAAS. [12] proposes dynFAF, a constraint logic programming based
approach for expressing and enforcing constraints. These constraints are evalu-
ated at run-time. Our instance based access control also fits in that definition.
We give the implementation of such a framework using Java. [§] explains how
meta-programming can help in expressing and implementing security policies.
It presents three different types of meta-object protocols (MOP). Compile time
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MOP’s reflect language constructs available at compile time. Load-time MOP’s
reflect on the byte-code using a modified class loader. Run-time MOP’s use a
modified version of JVM. Out of these three, the first two cannot support in-
stance level access control, which is the central theme of our paper. Run time
MOP’s can provide instance level access control, but it requires changing the
JVM, which is not required in our approach. In [9], a Java secure execution
framework (JSEF) is presented which introduces higher-level abstraction for
defining security policies. Using JSEF one can define permit as well as deny
policies. It also provides support for security negotiation in the case of insuffi-
cient permissions at runtime. This paper is related to Java security but it does
not give mechanism a to express conditional authorization based on object in-
stance. It does not follow any standard as we do using JAAS and XACML. A
UML based modeling language for specifying security requirement of an appli-
cation is presented in [I0]. The model is used to automatically generate access
control infrastructure. Authorization constraints are represented using Object
Constrained Language (OCL). Besides this, there are various other Java secu-
rity implementations, which cater to some particular kinds of applications or
platforms. [II] describes Java based security model used in IBM’s WebSphere
Commerce Suite (WCS). This paper deals with policy based access control by
modeling relationship between business objects and users. But, the authorization
code is embedded in the application and the implementation is not JAAS based.
Our work is unique in the sense that using our standards based extensions, Java
applications can get flexibility of programmatic authorization using declarative
specification.

6 Conclusions

Java is one of the most popular languages for developing e-commerce and web
applications. Java has evolved over time, but the surprising fact of the day is
that Java security still leaves a lot to be desired. Even the basic class instance
level access control cannot be supported in a standard way using Java. This
has lead to the use of custom security code which is difficult to maintain and is
prone to security errors. In this paper we have proposed an innovative technique
that: (1) provides a declarative access control support for Java applications us-
ing an extension of JAAS, and (2) shows how the XACML framework can be
used to cater to the needs of JAAS security policies. Our innovative exten-
sion of JAAS enables the declarative specification of the Java security, which
can complement the security provided in J2EE as well as J2SE applications.
This mechanism has the potential to reduce the re-engineering work, which is
in the order of months to the order of hours and will also allow the specifica-
tion of Java security policies using the XACML representation, thereby provid-
ing a consistent and standard way of representing security policies across the
enterprise.

Acknowledgments. We would like to thank Neeran Karnik and Vishal Batra for
their helpful comments and discussions.
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of an auction”. This is mapped to executing a method “updateClosingDate” on
the Auction object. We first present the policy stated in XACML format. It
consists of the following parts:

— The Policy
— The Rule

The policy can consist of multiple rules, which apply to the e-commerce site. In
our case the policy consists of only a single rule, which is of “Permit” type. This
means that if the rule fires then the subject is permitted to do the requested
operation. The “Target” part of the policy decides the conditions under which
this policy (and the rules in this policy) will be applicable.

The target of the rule decides the conditions under which the rule will be
applicable. In this case the rule target states that it will apply to any subject
who is trying to execute the updateClosingDate method of the Auction object.
The condition part of the rule states the conditions that should hold true for
the action to be permitted. In this rule, it is stated that the customer-id given
in the request context should be equal to the owner-id of the auction that the
user is trying to update.

<?7xml version="1.0" encoding=‘‘UTF-8"7>
<Policy xmlns="urn:ibm:names:tc:xacml:1.0:policy"
xmlns:xsi="http://wuw.w3.o0rg/2001/XMLSchema-instance"
xsi:schemalocation="urn:ibm:names:tc:xacml:1.0:policy
http://www.ibm.com/irl/xacml/1.0/cs-xacml-schema-policy-01.xsd"
PolicyId="identifier:example:JaasPolicyl"
RuleCombiningAlgId="identifier:rule-combining-algorithm:permit-overrides">
<Description>
JAAS based Access Control policies for an e-Auction Site.
</Description>
<Target>
<Subjects>
<AnySubject/>
</Subjects>
<Resources>
<Resource>
<!-- match document target namespace -->
<ResourceMatch MatchId=
"urn:ibm:names:tc:xacml:1.0:function:string-equal">
<AttributeValue
DataType="http://www.w3.org/2001/XMLSchema#string">
file:./Auction.jar
</AttributeValue>
<ResourceAttributeDesignator Attributeld=
"urn:ibm:names:tc:xacml:1.0:resource:target-namespace"
DataType="http://www.w3.org/2001/XMLSchema#string" />
</ResourceMatch>
</Resource>
</Resources>
<Actions>
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<AnyAction/>
</Actions>
</Target>
<Rule RuleId="urn:ibm:names:tc:xacml:examples:ruleid:1" Effect="Permit">
<Description>
Only the owner of an auction is allowed to modify the
closing date of an auction.
</Description>
<Target>
<Subjects>
<AnySubject/>
</Subjects>
<Resources>
<Resource>
<ResourceMatch MatchId=
"urn:ibm:names:tc:xacml:1.0:function:xpath-node-match">
<AttributeValue
DataType="http://www.w3.org/2001/XMLSchema#string">
Auction
</AttributeValue>
<ResourceAttributeDesignator
Attributeld="urn:ibm:names:tc:xacml:1.0:resource:xpath"
DataType="http://www.w3.org/2001/XMLSchema#string"/>
</ResourceMatch>
</Resource>
</Resources>
<Actions>
<Action>
<!-- Match ‘‘updateClosingDate" action -->
<ActionMatch MatchId=
"urn:ibm:names:tc:xacml:1.0:function:string-equal">
<AttributeValue
DataType="http://www.w3.org/2001/XMLSchema#string">
updateClosingDate
</AttributeValue>
<ActionAttributeDesignator Attributeld=
"urn:ibm:names:tc:xacml:1.0:action:action-id"
DataType="http://www.w3.o0rg/2001/XMLSchema#string"/>

</ActionMatch>
</Action>
</Actions>
</Target>
<Condition FunctionId="urn:ibm:names:tc:xacml:1.0:function:and">
<!-- compare customer-id subject attribute with the

owner-id value in the document -->
<Apply FunctionId="urn:ibm:names:tc:xacml:1.0:function:string-equal">
<Apply FunctionId=
"urn:ibm:names:tc:xacml:1.0:function:string-one-and-only">
<!-- customer-id subject attribute -->
<SubjectAttributeDesignator Attributeld=
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"urn:ibm:names:tc:xacml:1.0:examples:attribute:customer-id"
DataType="http://www.w3.org/2001/XMLSchema#string"/>
</Apply>
<Apply FunctionId=
"urn:ibm:names:tc:xacml:1.0:function:string-one-and-only">
<!-- owner-id element in the document -->
<AttributeSelector RequestContextPath=
"//ac:auctionEntry/ac:ownerInfo/ac:owner-id/text()"
DataType="http://www.w3.org/2001/XMLSchema#string">
</AttributeSelector>
</Apply>
</Apply>
</Condition>
</Rule>
</Policy>

Request Context

What follows next is an example of the request context that is constructed by
the Context handler. This is created when a user makes a request to update
the closing-date of an auction. The context handler creates this document by
using Java reflection on the auction object which is passed by the PEP to the
context handler. This request context states that a subject with the name “Joe”
and with customer-id jh1234 is trying to update the closing date of an auction
whose owner-id is jh1234.

<?xml version="1.0" encoding="UTF-8"7>
<Request xmlns="urn:ibm:names:tc:xacml:1.0:context"
Xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="urn:ibm:names:tc:xacml:1.0:context
http://www.ibm.com/irl/xacml/1.0/cs-xacml-schema-context-01.xsd">
<Subject>
<Attribute Attributeld=
"urn:ibm:names:tc:xacml:1.0:subject:subjectid"
DataType="urn:ibm:names:tc:xacml:1.0:data-type:rfc822Name">
<AttributeValue>Joe</AttributeValue>
</Attribute>
<Attribute Attributeld=
"urn:ibm:names:tc:xacml:1.0:example:attribute:customer-id"
DataType="http://www.w3.org/2001/XMLSchema#string">
<AttributeValue>jh1234</AttributeValue>
</Attribute>
</Subject>
<Resource>
<Attribute Attributeld=
"urn:ibm:names:tc:xacml:1.0:resource:ufspath"
DataType="http://www.w3.org/2001/XMLSchema#anyURI" >
<AttributeValue>
Auction
</AttributeValue>
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</Attribute>
<Attribute Attributeld=
"urn:ibm:names:tc:xacml:1.0:example:attribute:owner-id"
DataType="http://www.w3.org/2001/XMLSchema#string">
<AttributeValue>jh1234</AttributeValue>
</Attribute>
</Resource>
<Action>
<Attribute Attributeld=
"urn:ibm:names:tc:xacml:1.0:action:action-id"
DataType="http://www.w3.org/2001/XMLSchema#string">
<AttributeValue>updateClosingDate</AttributeValue>
</Attribute>
</Action>
</Request>

Response Context

The PDP evaluates the rule applicable for the decision request and constructs
a response context. In this example, the user “Joe” is also the owner of the
auction and hence is permitted to update the closing-date of the auction as per
the access control rule. Hence the PDP returns a result of “Permit”. The syntax
of the response context is given below.

<?xml version="1.0" encoding="UTF-8"7>
<Response xmlns="urn:ibm:names:tc:xacml:1.0:context"
xsi:schemalocation="urn:ibm:names:tc:xacml:1.0:context
http://www.ibm.com/irl/xacml/1.0/cs-xacml-schema-context-01.xsd">

<Result>

<Decision>Permit</Decision>

</Result>

</Response>
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Abstract. Authorisation constraints can help the policy architect de-
sign and express higher-level security policies for organisations such as
financial institutes or governmental agencies. Although the importance
of constraints has been addressed in the literature, there does not ex-
ist a systematic way to validate and test authorisation constraints. In
this paper, we attempt to specify non-temporal constraints and history-
based constraints in Object Constraint Language (OCL) which is a con-
straint specification language of Unified Modeling Language (UML) and
describe how we can facilitate the USE tool to validate and test such poli-
cies. We also discuss the issues of identification of conflicting constraints
and missing constraints.

1 Introduction

Today information technology pervades more and more our daily life. This ap-
plies to very different domains such as healthcare, e-government, banking. On
the other hand, new technologies go along with new risks, which must be system-
atically dealt with, such as preventing unauthorised access. Hence it is manda-
tory to establish adequate mechanisms that enforce the security and protection
requirements demanded by the rules and laws relevant to the organisation in
question. For example, in Europe there do exist strong data protection require-
ments as those formulated in the Directive 95/46/EC [7]. This directive among
other areas applies to clinical information systems where in particular the prin-
ciple of patient consent must be enforced [4]. In contrast, in the banking domain
other security requirements such as data integrity are more important such that
often separation of duty policies (SoD) [I7J5] must be enforced.

Implementing such higher-level organisational security policies in computer
systems can be cumbersome and inefficient. However, it has turned out that
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one of the great advantages of role-based access control (RBAC) is that SoD
rules can be implemented in a natural way [9]. Generally speaking, role-based
authorisation constraints are an important means for laying out higher-level
security policies [IJT3]. Although there are several works on the specification of
role-based authorisation constraints, e.g., [II13], there is a lack of appropriate
tool support for the validation, enforcement, and testing of role-based access
control policies. Specifically, tools are needed which can be applied quite easily
by a policy designer without too much deeper training.

As demonstrated in [2JI8], the Unified Modeling Language (UML) and the
Object Constraint Language (OCL) can be conveniently used to specify several
classes of role-based authorisation constraints. Moreover, owing to the fact that
OCL has proved its applicability in several industrial application, OCL is a
good means for such a practically relevant process like the design of security
policies.

However, as mentioned above, tool support is needed in order to have a
broader practical use. Hence, we demonstrate in this paper how to employ the
USE system (UML Specification Environment) [1920] to validate and test access
control policies formulated in UML and OCL. In particular, USE is a validation
tool for UML models and OCL constraints, which has been reportedly applied
in industry and research [19]. With the help of this tool, a policy designer can
detect conflicting and missing authorisation constraints.

The paper is now organised as follows: Section 2 gives a short overview of
RBAC, UML/OCL, and introduces the USE system. In Section 3 typical and
partly more complex authorisation constraints are specified in OCL and in a
temporal OCL extension. Section 4 then demonstrates how USE can be employed
to validate and enforce RBAC security policies and test RBAC configurations
while Section 5 sketches related work. Section 6 summarises and gives an outlook
on future work.

2 Related Technologies

We first give a short overview of RBAC, then we briefly describe UML and
OCL, and finally introduce the USE tool, which can be employed to validate
OCL constraints.

2.1 RBAC and Authorisation Constraints

RBAC has received considerable attention as an alternative to traditional dis-
cretionary and mandatory access control. One reason for this increasing in-
terest is that in practice permissions are assigned to users according to their
roles/functions in the organisation (governmental or commercial) [8]. In addi-
tion, the explicit representation of roles greatly simplifies the security manage-
ment and allows one to use well-known security principles like separation of duty
and least privilege.

1 OCL is UML’s constraint specification language and UML has been widely adopted
in software engineering discipline.
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In the sequel, we briefly describe RBAC96, a family of RBAC models intro-
duced by Sandhu et al. [22]. RBAC96 has the following components:

Users, Roles, P, S (sets of users, roles, permissions, activated sessions)

UA C Users x Roles (user assignment)

— PA C Roles x P (permission assignment)

RH C Roles x Roles is a partial order also called the role hierarchy or role
dominance relation written as <.

Users may activate a subset of the roles they are assigned to in a session. P
is the set of ordered pairs of operations and objects. In the context of security
and access control all resources accessible in an IT-system (e.g., files, database
tables) are referred to by the notion object. An operation is an active process
applicable to objects (e.g., read, write, append). The relation PA assigns to
each role a subset of P. So PA determines for each role the operation(s) it may
execute and the object(s) to which the operation in question is applicable for the
given role. Thus any user having assumed this role can apply an operation to an
object if the corresponding ordered pair is an element of the subset assigned to
the role by PA.

An important advanced aspect of RBAC are authorisation constraints. Au-
thorisation constraints are sometimes argued to be the principal motivation be-
hind the introduction of RBAC [22]. They allow a policy designer to express
higher-level organisational security policies. Depending on the organisation, dif-
ferent kinds of authorisation constraints are required such as SoD in the banking
field [5] or constraints on delegation and context constraints in the healthcare
domain [24]. Later in this paper, different kinds of authorisation constraints are
specified and discussed.

2.2 Overview of UML and OCL

Unified Modeling Language. The Unified Modeling Language (UML) [21] is
a general-purpose visual modeling language in which we can specify, visualize,
and document the components of software systems. It captures decisions and
understanding about systems that must be constructed. UML has become a
standard modeling language in the field of software engineering.

UML permits the description of static, functional, and dynamic models. In
this paper, we concentrate on the static aspects of UML. A static model provides
a structural view of information in a system. Classes are defined in terms of their
attributes and relationships. The relationships include specifically associations
between classes. In Figure[I] the conceptual static model for RBAC is depicted.

Object Constraint Language. The Object Constraint Language (OCL) [25]
is a declarative language that describes constraints on object-oriented models.
A constraint is a restriction on one or more values of an object-oriented model.
OCL is an industrial standard for object-oriented analysis and design.

Each OCL expression is written in the context of a specific class. In an OCL
expression, the reserved word self is used to refer to a contextual instance.
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Fig. 1. Conceptual Class Model for RBAC-Entity Classes

The type of the context instance of an OCL expression is written with the
context keyword, followed by the name of the type. The label inv: declares the
constraint to be an invariant. Consider the RBAC model from Figure [T} If the
context is Role, then self refers to an instance of Role. The following line shows
an example of an OCL constraint expression describing a role with at most two
users:

context Role inv: self.user->size()<2

self .user is a set of User objects that is selected by navigating from objects
of class Role to User objects through an association. The ‘‘.’’ stands for a
navigation. A property of a set is accessed by an arrow ¢ ‘->’’ followed by the
name of the property. A property of the set of users is expressed using the size
operation in this example.

The following shows another example describing that a user can be assigned
to a role r2 only if she is already member of ri:

context User inv:
self.role_->includes(’r2’) implies self.role_->includes(’r1’)

The expression self.role->includes(’r2’) means that r2 is a member
of the set of roles the user is assigned to. The implies connector is similar to
logical implication.

Furthermore, OCL has several built-in operations that can iterate over the
members of a collection (set, bag, ...) such as forAll, exists, iterate, any and
select (cf. [29]).

2.3 The USE Tool

This section explains the functionality of the UML Specification Environment
(USE) which allows the validation of UML and OCL descriptions. USE is the
only OCL tool allowing interactive monitoring of OCL invariants and pre- and
postconditions, and the automatic generation of non-trivial system states. These
system states or snapshots consist of the current objects and links between those
objects adhering to the UML model in question.
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The central idea of the USE tool is to check for software quality criteria
like correct functionality of UML descriptions already in the design level in an
implementation-independent manner. This approach takes advantage of descrip-
tive design level specifications by expressing properties more concisely and in a
more abstract way. Such properties are given by invariants and pre- and post-
conditions, and these are checked by the USE system against the test scenarios,
i.e., object diagrams and operation calls given by sequence diagrams, which the
developer provides. These abstract design level tests are expected to be also used
later in the implementation phase.

The USE tool expects as an input a textual description of a model and its
OCL constraints (for an example of such a description refer to Figure [B]). Then
syntax checks of this description are carried out, which verify a specification
against the grammar of the specification language, basically a superset of OCL
extended with language constructs for defining the structure of the model. Hav-
ing passed all these checks, the model can be displayed by the GUI provided
by the USE system. In particular, USE makes available a project browser which
displays all the classes, associations, invariants, and pre- and post-conditions of
the current model.

Figure 2 shows a USE screenshot with an example. On the left we see the
project browser displaying the classes, associations, invariants, and operation
pre- and post-conditions. In a detail window below, the selected class is pictured
with all details. On the right, we identify a sequence diagram presenting the
operations which lead to the current system state given in the object diagram
window below. The evaluation of the invariants in this system state is pictured
in the class invariant window to the right of the object diagram window. The

JSEIEY

Fle Edt Stale View Hep

EEIRCEE

N TrattcLat

B I

B Seaence degran

) Associaions
B 4 hvarants
® Cortroler:fourLightsExist
. I

c.Controller.

niLight siLight weLight eLight

teLight:

@ Cortraller narthShowsR_ih
@ Cortrller narthShow=G_|
® Cortroler:narthSodhCain
@ Cortraller nartiesiioteot
@ Cortrller nartiesioteot
® CortrollerwestEastConck
@ Cortraller westShows6_t
@ Cortraler-westShowsR
® CortrolerwestShows'6_|
* lottR 6 Vo
@ Listt-cwnedyOneContol
& 23 Pre-Pastoonitions
@ cresteLigttsigrtsCreated|

 Chss ivarins #d B
e =0
Controler: fartigsExst frue
SrenwestsrowsR —rue L]
Contoler-nrtShow._then_westShows_r VG irue
(Contraller: northShowsYG_then_westShowsR. frue
Contoler: nortsnihCancde e
Contoler: nortestiBotc e
Cortoler rortestBoti frue
e
Contoler-westShows6 tren_onshowsRirue
Contoler:westShowsR then_norhShows0__VG irue
ContolewestShows Y then.portShowsR —_ irue
Lm0 _vo e
gt ownedpyoreCortoter frue
o

@ cresteLights:ightsNotExist|
® swishinorihGwesiR_2 no
® swich:notrRwestG_2_no

. 21
® swiehinohYGwestR 2.1
® rygassignedRYG

® rygiparamsok

® swichiG 2 Y6

. s
i w—_

class Controller S
operations

createLights)

switch)
end

G
=

Fig. 2. USE screenshot



Specification and Validation of Authorisation Constraints 69

developer gets feedback from USE about the validity of the invariants in the
invariant window and the validity of the pre- and post-conditions in the sequence
diagram window. Further information about the validity of invariants can be
requested by a dialog window for evaluating arbitrary OCL expressions. This
dialog allows ad-hoc queries useful for navigating and exploring a system state
at any time. Hence, USE helps the developer in analysing situations when an
invariant or a pre- or post-condition fails. This query window will be used several
times in Section [l

3 Constraints Specification

In this section, different types of authorisation constraints are specified in OCL.
In the first subsection, non-temporal authorisation constraints are formulated in
OCL, whereas in the second subsection history-based authorisation constraints
are formalised in a temporal extension of OCL.

3.1 Non-temporal Authorisation Constraints

Subsequently we give three examples that demonstrate how to use OCL to spec-
ify authorisation constraints.

Ezxample 1: Simple Static Separation of Duty (SSOD)

The first example concerns a separation of duty constraint. Consider two (or
more) conflicting roles such as accounts payable manager and purchasing man-
ager. Mutual exclusion in terms of the user assignment UA specifies that one
individual cannot have both roles. This constraint on UA can be specified using
the OCL expression as follows 2.

context User inv SSOD:
let

CR:Set={{AccountsPayableManager, PurchasingManager}, ...}
in

CR->forAll(cr|cr->intersection(self.role_)->size()<=1)

This formulation of SSOD is based upon the SSOD specification given in [I].
Specifically, CR denotes a set which consists of conflicting role sets.

Ezample 2: Prerequisite Roles

The second example is based upon the concept of prerequisite constraints as
introduced in [22]. In this example, we consider a prerequisite constraint stating
that a user can be assigned to the engineer role only if the user is already as-
signed to the employee role.

2 For the sake of simplicity, we have left out here the part for the creation of the
instances AccountsPayableManager and PurchasingManager. Similar remarks hold
for the subsequent OCL specifications.
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context User inv Prerequisite Role:
self.role_ ->includes(engineer) implies self.role_->includes(employee)

Ezample 3: Static Separation of Duty - Conflict Users (SSOD-CU)

By means of OCL even more complex authorisation constraints can be formu-
lated. One example of such a constraint is SSOD-CU identified by Ahn in [IJ.
SSOD-CU means that two or more colluding users cannot be assigned to con-
flicting roles. For example, it might be the company policy that members of
the same family cannot be assigned to the roles accounts payable manager and
purchasing manager. SSOD-CU can now be expressed in OCL in the following
way:

context User inv SSOD-CU:

let
CU:Set (Set (User))=Set{Set{Michael ,Frank,Susan},Set{Lars,Maria}},
CR:Set(Set (Role))=Set{Set{AccountsPayableManager, BillingClerk},

Set{Cashier, CashierSupervisor}, ...}
in

CR->forAll(cr|cr->intersection(self.role_)->size()<=1)
and

CU->forAll(cul
CR->forAll(cr|cr->iterate(r:Roles; result:Set(User)=Set{}|
result->union(r.user))->intersection(cu)->size()<=1))

SSOD-CU is a composite constraint consisting of two parts, an SSOD part and an
additional part concerning the conflicting users. The SSOD part is required be-
cause otherwise obviously the whole constraint would not be useful. The iterate
operation iterates over all roles r belonging to a set of conflicting roles and col-
lects all users of these roles. CR has the same meaning as in example 1 whereas
CU is a set consisting of all conflicting user sets.

3.2 History-Based Constraints

OCL is quite similar to first-order predicate logic. As expressions of the predicate
calculus, OCL expressions used in invariants are evaluated in a system state.
However, due to the fact that we consider here only one snapshot of the system,
we have no notion of time. Hence, authorisation constraints that consider the
execution history such as history-based or object-based dynamic SoD [10] cannot
be adequately expressed.

In the following, we sketch how history-based authorisation constraints can
be specified in TOCL (Temporal OCL) [26], an extension of OCL with tem-
poral elements. In particular, temporal operators like always (in the future),
sometime (in the future), and next are available. To demonstrate how history-
based authorisation constraints can be formulated in TOCL, we take dynamic
object-based SoD as an example, which has been introduced informally by Nash
and Poland [I7]. Dynamic object-based SoD roughly speaking means that a user
must not act upon an object that the same user has previously acted upon.
Other dynamic SoD constraints enumerated in [I0] can clearly be expressed in
TOCL, too.
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model RBAC association PA between
-- classes Permission[*] role permission
Role[*] role role-
class Role end
attributes association establishes between
name:String Users[1] role user
end Session[*] role session
end
class User
attributes association activates between
name:String Session[*] role session
end Role[*] role role-
end
class Permission
attributes association inherits between
name :String Role[*] role senior
op:0Operation Role[*] role junior
o:0bject end
end
constraints
class Object context Users inv PrerequisiteRole:
attributes self.role.~>includes(r2)
name:String implies self.role-->includes(r1)
end
--constraint: user part of SSOD-CU
class Operation context Role inv SSOD-CU:
attributes let
name:String CU:Set (Set (User))=Set{ {u1,u2,u3}, {ud,u5} }
end in
let
class Session CR:Set(Set (Role))=Set{Set{r1,r2},...}
attributes in
name:String CU->forAll (cul
end CR->forAll(cr|cr->iterate(r:Role;
result:Set (User)=oclEmpty (Set (User)) |
-- associations result->union(r.user))->intersection(cu)->size () <=1))

association UA between
User[*] role user
Role[*] role role.

end

Fig. 3. USE specification of an RBAC security policy

In order to specify dynamic object-based SoD in TOCL, we use two predi-
cates introduced in [16], namely auth(u, op, obj) and exec(u, op, obj). The former
predicate means that a user u is authorised to execute operation op on object
obj while the latter means that user u executes operation op on object obj in the
present state. For the sake of simplicity, the full details of those predicates are
left out here. The interested reader is referred to [16] to obtain more information
on that topic.

Due to the fact that exec and auth are ternary predicates and OCL supports
only binary associations we extend OCL with additional predicates Exec and
Auth to express ternary associations, as proposed in [12].

With this extension, we obtain the following TOCL specification for object-
based dynamic SoD (using the always operator):

context Object inv 0bjDSoD:
Operation.allInstances->forAll(op,opl]|
User.allInstances->forAll (ul
(Exec(u,op,self) and opl<>op) implies always not Auth(u,opl,self))))

This corresponds to the specification of dynamic object-based SoD in first-
order linear temporal logic as given in [16]:
Yu : Users;op, opl : OpSet; obj : Object.op # opl A exec(u, op, obj)
= O-auth(u, opl, obj).
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4 Validation and Testing of RBAC Security Policies

With OCL we have a light-weight formalism at hand, which can help specify-
ing RBAC security policies. What is however missing is a tool which helps a
policy designer in validating her RBAC policy. Hence, in the sequel it will be
demonstrated how the USE tool, which is a general-purpose validation tool for
OCL constraints, can be employed for this purpose (cf. Section ET]). Specifi-
cally, authorisation constraints such as those categorised in [I] can be handled.
Additionally, USE can also be applied to test concrete RBAC configurations
against certain conditions (cf. Section 2)). The last section sketches how the
USE functionality can be used to build an RBAC authorisation editor.

4.1 Validation of RBAC Security Policies

As mentioned in section [Z3] the main application of the USE tool is the valida-
tion of UML/OCL models. The same can be carried out with an RBAC security
policy. The USE specification of a security policy is given in Figure Bl with the
authorisation constraints expressed by OCL constraints. This policy will serve
as an example within this section.

Through the validation of RBAC policies conflicting constraints can be de-
tected and missing constraints identified. The validation can be done before the
deployment of the RBAC policy, i.e., during the design phase. As indicated above,
the USE approach for validation is to generate system states (snapshots) and
check these states against the specified constraints. In our case, the system states
are certain RBAC configurations (consisting of users, roles, the relations between
these entities). The RBAC configurations could be created automatically by run-
ning a script with the state manipulation commands, which are supported by
the USE tool, or as an alternative with a GUI provided by the USE system. This
animation-based approach for the validation of security policies can be regarded
as a complement to a rigorous formal verification, which often requires deeper
training in formal methods.

The result of the validation can lead to different consequences. Firstly, we
may have reasonable system states that do not satisfy one or more authorisation
constraints of the policy. This may indicate that the constraints are too strong
or the model is not adequate. Secondly, the security policy may allow undesired
system states, i.e., the constraints are too weak. In the following both situations
are discussed more thoroughly.

Conflicting Constraints. USE may help the policy designer find conflicting
constraints. This will be subsequently demonstrated by an example, considering
the RBAC policy presented in Figure [3 Clearly, this example policy is rather
simple, but in reality we often have to deal with considerably more complex
policies. Now, let us further assume that the policy designer has forgotten that
he had once defined a prerequisite role constraint between r1 and r2. Later, the
policy designer decided to define r1 and r2 mutually exclusive due to a change
of organisational rules/policies. Obviously, both constraints could not be sat-
isfied at the same time and hence the composite constraint is too strong. The
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Fig. 4. USE screenshot: two conflicting constraints

USE screenshot in Figure @] displays the situation after user u has been assigned
to r2. Clearly, the policy designer cannot have assigned u to role r1; other-
wise the new SSOD constraint would be violated. However, now the constraint
User: :PrerequisiteRole is evaluated to false (cf. “Class invariants” view in
Figure M), and hence the current RBAC configuration is not a correct system
state according to the given policy specification.

Admittedly, the mere information that a constraint is false might often not
help to find the real reason for the problem and to resolve the conflict. Additional
information is required which objects and links of the current state violate the
constraint. For such a purpose, the policy designer can debug the constraints that
are not satisfied by the current system state with the “Evaluate OCL expression”
dialog. For example, in FigureM the result of the query “all users who are assigned
to 2 but not to r1” applied to the given RBAC configuration is shown. Here,
one can learn that u is not assigned to r1, although this is required by the
prerequisite role constraint. If the policy designer now conversely tries to assign
u to r1, the SSOD constraint fails, and one can conclude that both constraints
are contradictory. A policy designer could employ USE in a similar way for
other constraint types such as cardinality constraints or other SoD properties.
In particular, this approach is helpful if a new constraint is added to the policy,
in order to check if it is in conflict with the composition of the already defined
constraints.

Nevertheless, USE may find conflicts only in certain cases, and there is no
guarantee that all conflicts can be detected. Had u not been assigned to r2,
the conflict would have remained undetected. In order to eliminate contradic-
tory constraints in general, a more formal approach such as model checking is
required. On the other hand, the USE approach is only meant to improve the
design of a security policy, and does not aim at a formally proven design. Given
the condition that there is often a lack of tools for policy analysis, the USE ap-
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proach can be considered as a first pratical step towards more reliable security
mechanisms.

However, various heuristics can be applied which may streamline the conflict
detection process with USE. For example, system states (snapshots) could be
created which are specially tailored towards certain constraint types. In partic-
ular, we could consider snapshots which satisfy the constraint in question and
which contain all the parameters (objects and links) occurring in this constraint
(cf. the system state in Figure @l for the SSOD constraint). Such a snapshot can
then be taken as a starting point for the conflict detection process. Specifically,
we can check if this system state also adheres to the composition of the other
already defined constraints. As a further improvement, we could store snapshot
templates for each constraint type (e.g., SSOD, prerequisite roles) and instanti-
ate these templates for a certain constraint if needed. This way, a library with
snapshot templates is available, which can be reused and appropriately combined
with other snapshots to obtain test cases for conflict detection.

Detection of Missing Constraints. The second consequence of constraint
validation may be that the policy permits undesirable system states, i.e., the
authorisation constraints are too weak. Once again suppose that the policy de-
signer has defined a complex security policy. Let us further assume that she has
forgotten to define the SSOD part of the SSOD-CU constraint mentioned above
(cf. Figure[d) and that an undesirable system state has been created by USE in
which w is assigned to both the roles r1 and r2. Now, USE can help in detecting
the missing constraint in this scenario: all constraints (in our case specifically
the conflict user part of the SSOD-CU constraint) defined so far are evaluated
to true and hence the policy seems supposedly to be correct. On the other hand,
the policy permits a user to be assigned to the mutually exclusive roles r1 and
r2. Therefore, a further SSOD constraint must be added to the policy in order
to exclude the undesirable state.

But how can we create a system state which reveals the missing constraint?
One possible solution is to create an RBAC configuration tailored towards the
missing constraint as described in the previous section, but with the difference
that now snapshots must be considered that violate the missing constraint. An-
other possibility is to use the test generator provided by USE [II]. By means
of this generator we can create system states at random and then check if the
created system state violates certain conditions with the help of the “Evaluate
OCL expression” dialog.

4.2 Testing a G